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Regulations for the Healthcare
[dentifiers Bill

A Submission to Department of Health and Ageing

Introduction

The Health Informatics Society of Australia (HISA) in conjunction with the Australian Healthcare and
Hospitals Association (AHHA) welcomes the opportunity to provide this submission in response to
the ‘exposure draft regulations’ released by the Department of Health and Ageing (DoHA) for public
comment.

Since 1993, HISA has taken a lead role in promoting e-health and advancing the e-health agenda
across Australia. We recognise the importance of establishing a national approach to health
identifiers that could lead to a safer and more efficient healthcare system. In fact, privacy and
security of health information is one of our key specialist areas that we have been supporting
through a number of HISA led initiatives to date. HISA recognises that advancement in a national e-
health agenda requires extensive consultation and collaboration. To gather responses from a wide
range of stakeholders interested in e-health we have broadened our consultation to include other
relevant associations with whom we work closely, in particular, the Australian Healthcare and

Hospitals Association, the Australian Computer Society and the association members of the Coalition
for eHealth.

To meet the timeframe set by the discussion paper we chose to provide their members with an
online survey that addressed all of DoHA’s proposed regulations and other directly related topics.
This submission analyses the results from the survey and provides the detailed comments from the
participants to assist DoHA in achieving an acceptable and workable Regulations for the Health
Identifier Bill 2010.

HISA’s Online Survey
An online survey was produced by HISA based on the 11 proposed regulations in DoHA’s exposure
draft document. The survey was divided into four sections as follows:

PART A - About You (i.e. this section asked about the background and experience of the
participant)

PART B - The Regulations Proposed by DoHA (i.e. each regulation was given and the
participants were asked to state their level of agreement and comment as necessary)

HISA & AHHA Submission: DOHA Proposed Regulations for the Healthcare Identifiers Bill Page 3 of 72



PART C - Regulations required by the Bill that are not covered by DoHA's Draft Regulations
(i.e. where the Health Identifier Bill 2010 made reference to regulations that were not
addressed in DoHA’s proposed draft regulations)

PART D - Regulations that are missing altogether (i.e. issues that have been raised by
previous HISA surveys that are not covered by the proposed regulations)

For the 13 open ended questions, each survey participant had the option of providing free text. The
regulations were kept in their original form as found in the exposure draft document. Participants
were asked as to their level of agreement. The full survey produced has been appended to this
submission.

We had a good response considering the complexity of the topic. With about 690 participants
signing in we achieved responses from 200 participants of which 170 completed in full. AlImost all
the respondents were practitioners from either clinical or health IT management professions. They
included 519 pertinent comments that have been listed in full below for further information.

Overall

It was evident from the responses that most are in agreement with what is being proposed in
DoHA'’s draft regulations. In Part B where participants are asked their level of agreement against
each proposed regulation the responses show that on average 71% are in agreement consisting of
55% claiming they agree and 16% strongly agreeing. Some of the specific comments highlighted the
difficulty faced in understanding these regulations. One participant felt that we should be “very
circumspect about not relying too much on the results in putting your arguments” due to the
difficulties in comprehending the proposed regulations quoted in the questions. Others have stated
that there is a general agreement to the proposed regulations that relates to the willingness to
progress the Health Identifier service to ensure the health quality and safety benefits are realised as
soon as practicable.

A request to DoHA to extend the submission deadline was made by HISA due the challenges of
getting an informed response back in the short time frame that included the Easter holiday period.
As an extension could not be granted, the opportunity to undertake a comprehensive analysis to
include cross tabulation analysis against job type etc. has not been possible on this occasion. The
optional comments provide the opportunity to raise specific concerns and these have been included
in full to ensure they are noted.

Overall Comments from the Survey

At the end of the survey, participants were asked if they wished to add any additional comments.
Some are simply supportive while others are not. As with previous surveys on the Health Identifiers,
there is still evidence of the need for improved communication on these issues. Participants felt that
there are still missing regulations, that the initial reliance on the outdated Privacy Act is a concern,
that information security is not adequately covered and the consumer (patient) views are not
considered, as follows:
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43. Any other missing regulations or comments?

My strong considered opinion is that a great many adverse properties of the proposed system are a direct
result of the centralised directory architecture of the HI service. It is unfortunate that alternative decentralised
architectures are not at least contemplated by the bill and the regs (even if NEHTA has not been able to
develop designs at this time around e.g. patient centric smartcards that carry trusted copies of their own
IHIs). If patients were in more control then there would be less disclosure of IHIs from the service to all-and-
sundry, AND There would be less side-effective tracking of patient's movements through the health system.

You have missed numerous concerns: 1)already other government agencies have access to the identifiers ..
No. 2) wireless transmission of information is easily interrupted .. hack. 3)will the federal government
indemnify the lost of information results in harassment or financial lost to the identifier. At present all of the
above are excluded in the draft bill.

A glaring hole is the complete absence of users in this debate. They may well reject the whole concept
because of a lack of involvement and a suspicion of Govt intent

I have grave concerns over people's privacy rights being violated unknowingly and the governance structure
behind healthcare identifiers built on an outdated privacy act.

Often where I have responded 'neutral’ it is because I did not rely comprehend. If put to the test I think you
5  would find this questionnaire would be considered pretty much a failure - which is a great pity. I urge you to
be very circumspect about not relying to much on the results in putting your arguments.

There should be specific regulations covering possible access to HI's by people working in IT or other allied
industries who in the course of their business in supporting Healthcare Providers, may in all likelihood be
exposed to HI's and related information in restoring or managing data on the Provider's server(s) or may need
explicit access to such information to correct any corruption or loss of data that may occur. These
organisations are not required, as I presently understand the situation, to apply for and be eligible to receive
an HI in their own right if that is what is required to protect all in the healthcare industry.

The individual health identifier number has far too many digits for large volume manual data entry as would
7  be expected in a large Pathology lab. Surely 9 digits would be more than enough for any projected Australian
population. - or is there really an intention to use this internationally?

I strongly support the introduction of national Unique Health Identifiers. This will form one of the essential
foundations for moving forward with National electronic health records which will facilitate better access to &
control of information by authorised individuals & providers, ultimately leading to improved healthcare for all
Australians.

I truly feel that this bill does not address the pertinent issues of security and privacy. The information
presented in the bill is waffley. The bill should be clear, concise and to the point!! Say what you mean, don't
dance around the detail!! I truly read your survey and I am more confused as to what you are trying to
achieve!!

Thanks for putting this together - it was 90% logical and useable. The navigation functions of Zoomerang are
pretty clunky. If the purpose of regulations is to protect the public and private interests - I fail to see what the
risks are that 90% of this relates to. The fact that the core identifying information is crap and the plethora of
regulations to protect this information suggest that the people designing this have no idea about the purpose
and intention of it. If I were a member of parliament I would oppose this on the grounds of incompetence, not
intention.

10

11 HISA or DoHA should run a pilot of such a system in a nominated state for a few months, to
encounter/identify teething problems or issues. (eg Victoria or W.A.)

12 An initiative that appears to have finally got the long awaited impetus to become a reality.

13 Same old motherhood stuff- nothing new except the knowledge that NASH will be useless for audit or clinician
IDs. Nice PR job though.

14 Thank you for making this opportunity available.

Responding to this survey is rather frustrating for a variety of reasons: 1) the lack of any consulted and
agreed national overall EHR privacy and security framework, as above, within which to place the Bill, Regs,
suggested missing issues, and the EHR system as a whole into perspective under general principles; 2) the
level of detail you present for response (while this is no doubt helpful to a drafter, it misses larger issues and

15 the context in the Bill): the statutory provisions and any national EHR architecture decisions are not referred
to, so proper comments would need extensive further research to address the Q's in a well informed way; 3) a
lack of any substantial focus on patient or healthcare recipient interests - this would do little to dispel an
impression that such matters, concerning marginal stakeholders who are effectively 'outside the tent’, are of
little interest.

I am the Director UnitingCare Ageing NSW.ACT. We are working with NeHTA in NSW. This has been a very
collaborative partnership however it is very clear that not much thought has been given to how this new and
important regulation will impact on aged care providers. Health care has been defined in very traditional
terms.

16
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17 I strongly believe that consumers should have access to their health records for purposes of accuracy

18 strongly agree on the need to facilitate use for review and quality improvement as well as for research and
statistics
I think I am biased by having lived in the bush so long. Everybody knows everybody else's medical
information, and what they don't, they make up anyway. And it is usually a lot more interesting than the
19 generally amazingly uninteresting information in most people's records. It is a shame that we have to put
such a fearsome amount of effort into secrecy of a minuscule amount of genuinely sensitive information. C'est
le vie! Enjoy all your hard work!

20 Am in the Kenyan Health care system hence giving neutral answers

21 I would like it to be mandatory for providers to have the capability to efficiently provide consumers with a

current record at no cost.

A reliable identifier for health providers and for health service recipients is a welcome addition to the collection

22 of health data. Some mention of secondary use of the identifiers to link records for research purposes might
assist in the more accurate and broad research studies.

I must say that generally it is not easy to really be clear about what is meant by many of these draft
regulations and nor is it clear how they are intended to be applied. As a result I have maked many questions

23 neutral. My instincts tell me that the the regulation seems inadequate or may not be practical to apply but I
am not sure of what the alternative should be. Congratulations to those who have prepared this survey, it has
clearly required a great deal of time and effort to go through the draft regulations in fine detail.

24 Where is the patient in this? Are there any provisions for the patient to opt-in (choose to be included) or opt-
out (choose to be excluded) in areas in which it might be applied?
Need to ensure there is no link between the Healthcare Provider Identifier and the Healthcare Identifier as

25 patient
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Background

HISA

HISA (the Health Informatics Society of Australia) deals with science and practice around information
that leads to informed and assisted healthcare. That is to say the resources, devices and methods
required to optimise the acquisition, storage, retrieval and use of information and knowledge in
health and biomedicine. HISA provides a national focus for this discipline, its practitioners, industry
and users.

With over 600 members and a further 500 associates working with HISA through its Special Interest
Groups, HISA represents a broad range of health practitioners (doctors, nurses and allied health care
providers), IT specialists, health care management, technology suppliers and academics. As such,
HISA is uniquely positioned to understand and provide comment on the issues surrounding
information privacy in the health arena. HISA is in active discussion with its member base through a
regular process of survey, evaluation and discussion. One of our core objectives is to stimulate
insightful analysis of the issues surrounding health information. Privacy legislation is key to HISA
members, the majority of whom are directly responsible for handling sensitive health data in their
capacity as data custodians, clinicians, health managers / administrators and health researchers.

We encourage the Department of Health and Ageing to take further advantage of HISA as a
reference resource. We are domain experts with an almost 20 year history of leading and
supporting the development of workable solutions to critical e-health issues.

What has HISA done in Health Privacy and Security?
Since 2006, consultation with our members on health privacy and security issues plus the wider
health informatics community has been instigated through a number of avenues.

This included a national symposium in October 2006 on privacy and security of electronic health
(ehPASS’06). At this event, attended by 60 delegates from across 5 states/territories, Professor Peter
Croll (chair of ehPASS’06) announced that HISA would be making a submission to the Australian Law
Reform Commission (ALRC) on behalf of the HISA members and wider community. To facilitate this,
a national survey was conducted with HISA members and associate health organisations specifically
focussed on the health sections of the ALRC issue paper 31.

The HISA board agreed in November 2006 to form a special interest group focusing on Privacy and
Security issues known as HIPS with a committee formed from national experts in the area.

A further ehPASS workshop was conducted at the International Medinfo 2007 conference in August
with representation from key international players specialising in health privacy. In September 2007,
HISA initiated a national survey across both its members and across members of the consortium of
professional society relating to health. One section was dedicated to Privacy and Security of Health
information. These items were ranked as of the highest importance from the respondents and the
detailed comments were included in the ALRC submission.
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In November 2007, the HIPS group organised a national forum hosted by Microsoft in Sydney.
Amongst key national presenters was Professor Michael Frommer who was leading the NCRIS
initiative to establish the national data linkage centre for population health studies. Delegates were
consulted on this submission at this event and invited to comment via the HIPS web forum pages
(www.hisa.org.au/hips) set up for this purpose.

In November 2008, HISA organised the inaugural conference ‘Health Privacy Futures’ chaired by Prof
Peter Croll, see www.healthprivacy.org.au. This was a highly successful event with over 100

participants of mainly professional practitioners from across the privacy spectrum. Featured
speakers included Dr Bridget Bainbridge, Prof Bill Caelli AO, Malcolm Crompton, Megan Morris
(DoHA), Prof Les McCrimmon, Christopher Public AM, Andrew Solomon (OPC), Jan Whitaker, etc.
This event helped communicate the diversity of the topic and set foundations for ongoing discussion
through the Health Informatics Privacy and Security forum (HIPS).

HISA has provided detailed responses to the Health Identifiers legislation at every opportunity. This
includes DoHA’s request for comment on UHI Privacy and Security concerns and the recent Senate
enquiry on the Health Identifier Bill 2010.
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Details of the Responses to each question

PART A: Background of Survey Participants

Each participant was asked their job title from a selected range used in prior HISA surveys on
workforce issues. The Health Informaticians and Health Information Managers made up the majority
with 30% in total while 25% selected IT, engineering or science professional (it should be noted that
many in this category may have prior training and experience in clinical professions as evident from
HISA’s workforce surveys). The remaining 45% were mainly clinical professionals who have
significant IT exposure or dependency in their jobs.

Medical Practitioner = 10%

Nurse = 5%

Pharmacist =2%

Allied health professional = 2%
Other healthcare provider = 1%
Health Informatician = 15%

IT, engineering or science professional = 25%
Support worker = 1%

Manager = 11%

Health information manager = 15%
Health consumer = 6%

Other = 8%

Survey participants who selected the job title of ‘Other’ included:

e Analyst

e Pathology

® Nurse

e Aged Care facility Site Manager
¢ eMR Education Manager

Public Servant

Clinical Trial Coordinator
CEO Aged Care provider
Nurse Manager

Health consultant
Consultant Advisor

e Librarian

e Health Services Researcher
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Organisation Type of Survey Participants

Each participant was asked to select their organisation type from six categories. A Healthcare
Provider Organisation was the main category at 61%. The other section at 35% included Private
Practice of which one third were from General Practice.

Organisation TypeWhat type of organisation do you work for? Click on the
box which best fits your organisation:

Other, please specify . 35

| work for an association - I10

I work for a university -

I work for a government department -

| work for a healthcare services supplier -I 16

| work for a healthcare systems -.rendor—l 12 |

| work for a healthcare provider organisat -1

61

o
L
(=]

40 60 80

Survey participants who selected the job title of ‘Other’ included:

® Inter-jurisdictional government body

e Private practitioner

e Consultant

e Telco

e Specialist Medical College

® community participation in health

¢ Health Education

e  Aboriginal Community Worker

¢ self-employed

* Non-profit organisation

e | work for government, private practice and a university
e Seeking work

e State Community Safety Department

* Not for profit aged care organisation

® Voluntary consumer representative

e Tertiary Teaching Hospital

®* Market Research and Consulting in Healthcare
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Organisation Size of Survey Participants

Organisation SizeClick on the box which best describes the number of staff
in your organisation:

60 % —
bd

40 %

20 % 1k

13
11
T
0 %
Less than 10 11 to 5D 5D to 200 200 to 1000 Greater than 1000

Each participant was asked to select the size of their organisation from one of five size categories.
For the majority (54%) they are in large organisations of over 1000 staff. This would include
Government Agencies, State Health and Universities. It should be noted that a significant percentage
(35% +) are also employed by Small to Medium Enterprises (SME).
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Years of Health and IT Experience

Of the respondents 78% stated they had over 11 years of experience in the Healthcare sector and

50% stated they had over 11 years experience in the IT sector.

How many years of experience do you have in the health sector?

140 -
126
120
100
80
60
40
20 18 14
2
0 .
Less than 1 year 1-5 years 6-10 years 11+ years
How many years of experience do you have in health IT or health
informatics?
100 -

Less than 1 year 1-5 years 6-10 years 11+ years
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PART B - The Regulations Proposed by DoHA

Regulation 4 - regarding a National Registration Authority:

Hegulation 4 - regarding a Nabonal Registration Authonity: T he Bill refers to a National Fbagshmﬁlﬂuﬂr[ RA)
that will be prescribed by the Regulations. A NRAwill be authorised to assignidentifier numbers and disclosethis to
the service provider (e_g. Medicare) together with related information that the NRA holds Regulation 4 of DoHA's
Draft Regulations states only that "For section 8 of the Act, each of the following registration authorities is a naional
registration authonty-(a) a National Health Practiioner Board established by the Nahional Law(b) if it iz authonzed
under the National Law to assign healthcare identthers to healthcare proviaders — the Australian Health Prachboner
Regulation Agency esiablizhed by the Nabional Law.” Do you agree with thiz regulation 4 as proposed by DoHA?

[ Strongly Agree [ Agree [ Meutral [ Disagree Strongly Disagree
58

60 %

40 %
22
20 %
12
5
— -
0% —.l

Level of agreement

8. Regulation 4 - regarding a National Registration Authority: The Bill refers to a National
Registration Authority (NRA) that will be prescribed by the Regulations. A NRA will be authorised to
assign identifier numbers and disclose this to the service provider (e.g. Medicare) together with
related information that the NRA holds. Regulation 4 of DoHA’s Draft Regulations states only that:
"For section 8 of the Act, each of the following registration authorities is a national registration
authority: (a) a National Health Practitioner Board established by the National Law; (b) if it is
authorised under the National Law to assign healthcare identifiers to healthcare providers — the
Australian Health Practitioner Regulation Agency established by the National Law." Do you agree with
this regulation 4 as proposed by DoHA?

# Response
Commonwealth Government. DoHA of a statutory body.

2  Medicare is already set up to provide this service via the provision of provider numbers. Surely they can move
to incorporate the UHI within their current services without the need for additional number provision authority

3 I hope to see multiple registration authorities, each authoritative over a distinct domain, e.g. pharmacists,
practice managers, hospitals, different non-medical stakeholders ... Not all users of e-health systems will be in
clinical practice

NOT MEDICARE!

5  The question asks about Health Practitioner number assignments and not about consumer assignments. This
is either confusing or a problem.

Medicare Australia as they have the most experience of handling identifier numbers for healthcare
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7 need a dedicated 'consumer registration' authority that is independent of any practitioner registration
authority

Independent Federally Funded and Legislated body/organisation

Medicare

10 Given that there are already Medical Registries and equivalent for each profession in each state there will need
to be a level of co-operation

11 A independent authority
12 Medicare
13

Federal government

14 Medicare Australia

15 Each state medical registration board should be a registration authority for a national certificate authority. A
mechanism is needed for allied health practitioners to also be registered.

16 A multidisciplinary team including representatives from all registered healthcare providers and lay individuals

17 Independent body with representation for all interest groups - patient, government, medical, IT

18 AIHW

19 Information provided is too waffley and doesn't get to the point. I don't know what I am agreeing to!!

20 A statutory body with no pecuniary interest in registering providers or individuals, separate form Medicare and
DoHA

21 but I would like to know how you intend to validate the identity of a person; I believe it needs to be more than
a patients say-so

not all practitioners are covered by registration boards and their focus is on individual practioners not health

22 services - it is possible that an external agency focused on this task could do the job with full cooperation of
the HPBs

23 Specific bodies should be clearly identified and defined as NRAs and only these should have the authority to
assign identifier, which should follow specific rules for assigning such numbers which should include a code for
identifying the speciality/authority.

24 Therapeutic Goods Administration (after a name change to incorporate services).

25

NRA should be set-up as an independent agency under DoHA

26 Head of Medicare, or a NHCDC coordinator from each state or a rep from Dept Health Aging that liaises with a
rep from all states + territories.

27 Unsure but a separate entity with sufficient autonomy to operate effectively
28 not all health care providers are aligned to practitioners. E.g. the aged care industry
29
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Every issuing authority must have minimum acceptable procedures on the validation of identity and should be
audited to ensure that the procedures are valid.

30 There should be only one authority - probably the National Health Practitioner Board, because it does not have
a conflict of interest.

31 Trusted government organisation

32 Medicare would be fine.

33 Independent body with statutory powers and responsibilities including transparencies.

34 Government owned company or Board

35 Agree with regulation - it is NOT appropriate to outsource this function to a non-government body.
36 H.I.C.

37

Doesn't matter to me.

38 To allow patient information to be accessible via an identifier number, some authority must have oversight.

39 Am not in the Australian Health care system

40 Federal Government

H Needs to be abstracted from the professional bodies/associations for neutrality.
42

Medicare Australia

43 I am not sure that it adequately covers providers who may still be state based rather than under a national
board.
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Regulation 5

Regulation 5 of DoHA'=s Draft Regulations state that "For paragraph 9(1) (a) of the Act. each of the followingi= a
class of healthcare prownder: (a) Individual healthcare providers who are reqistered by a reqiztrabon authonty as
members of ahealth profession. (b) Indnadual healthcare providers who are members of a professional azsociation
that 1) relatesto the healthcare that has been. is. or is to be provided by the members, and: 1) has uniform
national membership requirements. whether or not in legislation.” Do you agree that regulation 5
provides suitable definibons for individuals who are healthcare providers who will get access to the identihier
sence?

B, Strongly Agree N Agree [ Meutral [ Disagree Strongly Disagree

60 %

54
40 % |
20 % 15 15
11
4
. N
0% .

Level of agreement

9. Regulation 5 of DoHA'’s Draft Regulations state that: "For paragraph 9 (1) (a) of the Act, each of
the following is a class of healthcare provider: (a) Individual healthcare providers who are
registered by a registration authority as members of a health profession. (b) Individual healthcare
providers who are members of a professional association that: i) relates to the healthcare that has
been, is, or is to be provided by the members, and; ii) has uniform national membership
requirements, whether or not in legislation." Do you agree that regulation 5 provides suitable
definitions for individuals who are healthcare providers who will get access to the identifier service?

#

Response

Important to strike the right balance - not exclude providers with a legitimate reason and need to exclude the
quasi-health providers.

more work to be done in the rapidly growing NGO sector of mental health (and other areas) with so many
'unregulated' workers

Better definition this far to broad

Not sure about 9(b)

I do not think unregistered healthcare providers should qualify. i.e. I disagree with b)

From a consumer perspective, that is unclear. It would be better to specify the categories allowed to access
and participate, through the assignment of a practitioner number. This is far too vague.

Section (a) of this regulation can be only and valid identifier of an HCP ( Health Care Provider). Other methods
are not deemed to be reliable.

If the identifiers are also the basis for authentication to systems (ie NASH) then the list must include all those
users that need access.
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9  Aslong as the (b) clause means that some accreditation is required to become a member of a professional
organisation, and not just anybody.

10 by Service types, such as physiotherapist, dietician, nurse, GP

part (a) is fine. part (b) is much too loose in its definition. Simply being a 'member' of a national professional
organisation is not sufficient to ensure that the individual is qualified or safe to practice. Most Professional
organisations have various classes of membership in which individuals are either not yet qualified (students)or

11  will never be qualified (associates/honorary) to provide the particular specialty of health care. The regulation
must require that the individual hold a specific credential or belong to s specific class of membership as
determined by the professional association. It really mirror registration requirements - compulsory CPD,
robust complaints and disciplinary procedures, graduates of appropriately accredited courses, national
standards.

12 Without a definition of the authorities it is difficult to say

13 Allied health professional and clinicians need to be distinguished

14  Provided the national authority agrees then they should be included. The system needs to be inclusive, rather
than exclusive.

15 The act should specify commonly accepted categories i.e. chiropractors, physiotherapists and provide direction
regarding community health associations i.e differentiating District Nurses from Meals on Wheels.

16 I strongly agree with (a) above. I disagree with (b) above that only healthcare providers that are members of
a professional association be included.

17 There should be a definition of individual healthcare provider in your glossary! I don't know what I am
agreeing to!

18 this provides an avenue for an individual not registrable with an authority to obtain a provider number by
being a member of a professional association where the rules of inclusion do not specify suitable registration.

19 But as an international worker I have been able to become a member of sister associations; members need to
have an Australian address as well

20 the purpose is identification for communication - this is a good start but should not be exclusive.

21 Multiple GP provider numbers need to be revised, and the way of implementation thought out

22 Industry based groupings may be appropriate

23 The definition of healthcare providers will vary according to your prospective of what constitutes "healthcare".

24 section b) appears to be redundant. a) is sufficient

25 For (b) is there a definition of a "professional association". It would appear that almost any national
professional association would qualify as long as its members agree they deliver "health care".

26 Needs to include providers of healthcare without formal registration bodies eg. naturopathy, chiropractic,
counsellors.

27 Not all staff in aged care are registered and increasingly with moves to more social models of care, the
majority of the aged care workforce are carers with no professional registration.

28
I am not sure that this wording adequately defines the non-AHPRA health professions e.g. psychologists,

HISA & AHHA Submission: DOHA Proposed Regulations for the Healthcare Identifiers Bill Page 17 of 72



various therapists.

29 Any healthcare provider that has uniform membership requirements for their professional association has an
external body making quality judgements about how they are to practice.

30 Not in the Australian Healthcare system

31 Does membership of a professional association ensure the provider is suitably credentialed/licensed to
practice? If the association takes on the role of ensuring credentials then I agree...If they do not then I think
that membership of such an association should NOT equate to a 'class' of healthcare provider..

32 Registration authorities represent a level of cost burden over and above the University Qualifications regime.
Would prefer to see an option to demonstrate quals without need for an additional registration body.

Definition 4 seems rather vague. It is not clear to me that every weird and wonderful healthcare fad is

33 bonafide healthcare, even if they are organised into an association with rules and regulations. I am not
qualified to present a comprehensive list, but I think there should be one as well as a clause that better
defines the makings of a healthcare type association.

34 Yes but there needs to be a list of the acceptable registration authorities attached

35 Depends on scope of professions to be included but seems like the definition could be improved. the term
provider is too much aligned with the MBS term and perhaps practitioner may be more appropriate.

36 I suspect that it will exclude many legitimate providers but I also accept that it will be important to ensure the
bona fides of any provider who accesses the service.

37 Must be registered with a registration authority not just members of a professional association

The definition of healthcare provider leaves a large group of emergency response services organisations and

38 the associated carers out of the loop
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Regulation 6

Regulation 6 of DoHA s Draft Regulabions siates that "6(1) For paragraph 9 (1) (a) of the Act. a class of healthcare
providers 1s healthcare provider orgamisabons each ofwihich has: (a) an employeewho: (1) 1= an idenithed
lthcare provider; and (ii) provides healthcare as part of his or her dubes: and (b) only 1employee (a responsible
officer) to acton behalf of the organization in itz dealings with the senvice operator: and (c) an employee (an

nrgamsatlnnmalnbrﬂnediuﬁihmmnlmwmlﬂnhﬂﬂmmmﬂﬂm held by

ﬂlesenru:enperaturaﬂbplumb further information about the healthcare provider ™ Do you agree regulahion
6 provides sulhhleﬂmhmﬁnmm

Strongly Agree [ Agree [ Neutral [ Disagree [ Strongly Disagree

60 %

40 9% -
20
20 9% -
12
9
N .
0 9 - :

Level of agreement

Furthermore. Regulation & of DoHA s Draft Regulations also states that “6(2) However. asole practiioner is inthe
class of healthcare providers menbioned in subregulation 6(1) if he or she provides healthcare and perh'msﬂl:
roles of res ponsible officer and organisation maintenance officer_"Do you agree with this sub-regulation for

prachioners from DoHA's draft regulations:

Strongly Agree [ Agree [ Neutral [ Disagree [ Strongly Disagree

80 %

61
B0 %
40 %
20 % 4 18
10 -
— ’
0% - T

Level of agreement
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12. Option comments - on what you think would be appropriate classes for Healthcare Provider
Organisations?

#

1

10

11

12

13
14

15

16

17

18

19

20

21
22

23

24

Response

Only organisations where members do require to be registered healthcare practitioners.

Organisations is a problem for a few reasons given the information above. From a consumer perspective,
there is no person attached to who has access to patient information for auditing purposes. There is no
assurance that unspecified classes of 'health providers' can access personal information that is attached to a
personal IHI. Classes of HPOs should be limited specifically in the legislation and the regulation, not indicated
by the general principles as now is proposed.

If the identifiers are also the basis for authentication to systems (ie NASH) then the list must include all those
organisations who have users that need access.

Professional Accreditation should be checked - often a requirement for professional organisaitons, but has to
be full member etc, not 'student' or 'associate’ etc.

Primary, Secondary, Tertiary or Acute health, Primary health, local government etc as not all organisations are
hospitals, I come form a community health organisation with no ties to Acute.

Surely these exist already and can be reused rather than create something new and duplicate
Any address from which a healthcare provider regularly provides healthcare.

Registered via a professional organisation e.g. chiropractors etc. These should have an individual certificate.
Unregistered operating via a recognised organisation e.g. Blue Nurses with an IHIO certificate.

Organisations should include appropriately qualified graduate healthcare providers from multidisciplinary
backgrounds. Qualified practice managers. An organisational CEO.

Medical Nursing - long term care (eg hospices, aged care facilities) Nursing - acute (e.g. hospitals) Allied
health

Where is your definition of Healthcare provider Organisation? How can I comment when you have not defined
this?

This ignores the complexities of healthcare provider organisaitonal structures - many do not have employees
e.g. service trusts etc. This is a fundamental flaw and represents a pubic sector tunnel vision on this issue
which has been seen in other situations.

Community Health, Acute/Hospital Care, Outpatient Care, Health Promotion and/or Health Prevention
Responsibility and Maintenance should be separated to prevent likelihood of collusion.

Does this mean that schools with a nurse become healthcare provider organisations?

One of the fundamental reasons for having an IHP will be to track the contributions of information throughout
the health system to allow systems and individuals to classify the "quality" of information based on source.
The number and type of providers should be as broad as possible. The issue as to the quality and
appropriateness of the various treatment regimes is not required for the issuing of the IHP numbers. The issue
as to whether or not the practitioner is eligible should be screened at the professional membership level by
medical regulators.

Again, too elaborate and too much redundancy with alck of clarity re overlapping responsibilities of the
responsible officer and organsiation maintenance officer

Health care providers are not just doctors. CEO's, General managers, Nursing and allied health services should
also be included.

The current classification may exclude health software companies providing information web portals (common
with research trials) and may mean that health software vendors are unable to effectively test correct
functioning of installed software.

Should perhaps include organisations with indirect health service provision e.g. pharmacists who give "shop
floor" consultations.

I am concerned that given the size of the aged care sector that aged care is grouped as health care.
the whole is far to complicated - one section only should suffice
The less complex the better.

? look at primary (business) purpose of the organisation - current definition includes any organisation with any
kind of employee healthcare in same class as a tertiary hospital
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25 Make sure solo practitioners are catered for at minimal cost burden.

Individuals can be organisations - is this supposed to be about bricks and morter or about companies or sole

26 practitioners?

27 Why wouldn't a sole practitioner just be managed under individual providers?

28 The single person needs to be registered with a registration authority

Regulation 7

Regulation 7 of DoHA s Draft Regulabions =tates that '7[1]Fnrsubsmﬂ[5]dﬂeﬁctﬂemmnr
a national registration authonty may ask anindividual healthcare provider for the following information before
assigning the healthcare provider a healthcare identther- (a) identifying information about the individual
provider:(b) information that shows that the healthcare provider is 1n a class of healthcare provider mentioned in
regulation 5_ Dnynummﬂlrﬂgﬂul?ﬂﬂﬂemqﬂiﬁr[ﬁg“ﬂimﬂuaﬂﬂﬁmmkm
individual healthcare provader for the above informaton before azsigning the healthcare provider a healthcare
identrher?

[ Strongly Agree [ Agree [ Meutral [ Disagree [ Strongly Disagree

80 %

60 %% -

40 % -

20 %

Level of agreement
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Furthermore, Regulation 7 of DoHA’s Draft Regulations also states that " 7(2) For subsection 3 (5) of the Act. the
service operator may ask a healthcare provader orgamsabon for the followang i (a) identrfying informabion
about the healthcare provider organisabion;(b) informabion that shows that the healthcare provider organisabion i
the class ofhealthcare provider (covered mQﬂAbme] (c) information identifying its responsible ofiicer and
organisation maintenance officer. including the person’s name, work address. work email address. work phone
number or work fax number. Do you agreewith Hegulation 7(7) that the service operator (e.g. Medicare) may ask a
healthcare provider organisation for the above informahion:
[ Strongly Agree [ Agree [ Meutral [ Disagree [ Strongly Disagree

80 %
63

60 % |

40 %
25

20 %

Level of agreement

0 %
Regulation 7(3) states that "the healthcare provider must give the information in any form asked for by the service
operator or nabonal registrabion authonty™ (for example, original documentabon, or for the information to be given in

writing or ina stahutory 7?7 Do you agreewith regulabon 7(3)7
[ Strongly Agree [ Agree [ Meutral [ Disagree [ Strongly Disagree

50 % AT
40 % -

30 %

20 % 17 17

14
10 %
5
0 %
Level of agreement
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Regulation 7(4) states: "I the information given does not sahisfy the body that azked for the informathion, that body
does not haveto assign a healthcare idenirther to the healthcare provider.® Do you agree with regulabon 7(4)7
[ Strongly Agree [ Agree [ Meutral [ Disagree [ Strongly Dizagree
of
50 % 45
40 %
30 %
21
20 % 18
11
10 %
. — :
0 % T
Level of agreement

17. Option comments - on what you think should be asked, before assigning a Healthcare Identifier?

# Response
If they are already a registered healthcare practitioner, then surely this would be sufficient. If they are

1  not registered or applying for registration then the same registration procedures that apply today
would surely apply in the future as well.
The approach is heavy handed, and antiquated. It presumes provider-driven almost manual application
process. It is far better that HPIs be issued more or less automatically as a by product is existing

> credentialing processes. To overlap additional POI requirements as implied in the draft, on top of
existing and trusted processes will create extra costs, burdens, compliance worries etc. etc. It's much
better to use "Known Customer" principles as spelled out in Gatekeeper PKI and as piloted in Victoria c.
2006

3  evidence of valid current professional membership/registration

4  have we missed anyone who you think needs a provider number?

5  No appeal mechanism available.

6 Police check, Medicare provider number, whether a currently registered professional & if so the
registration number

7  This is crazy.

g hame, address, speciality, contact details including phone, fax, email, membership number of
professional association

9  ? ABN of healthcare provider

10 Format request must be reasonable - able to be met within the resources reasonably expected of a
provider organisation

11 Up to a point - clearly there could be unreasonable requests - this is a bit open ended and the limits on
what is required should really be specified.

12 ?could years of practise and specialty also be validated?

13 proof that the health professional has attained professional or recognised qualification
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14 Registration of provider with a registration board
15 Content is impt form not so critical - red tape will make the process tedious

If health care provider is registered with national body (registration board) then other identifying
information may not be required. Original documentation is not always easily available. Health Provider
organisation may have job sharing so two people may be responsible for representing organisation as
responsible or maintenance officer.

16

17 Identification of self (such as the 100 points for passports) and identification of occupation (such as
membership and qualifications) to a similar number of points.

18 Is the Healthcare Identifier culturally suitable

This is covered in privacy legislation. Only information required for the registration of the individual can

19 be requested.

Organisation where qualification was obtained in order to evaluate its status. Year of graduation. Have
any post-graduate degrees been obtained that are relevant to a practitioner's healthcare profession?
What post-graduate educational seminars have been attended? Whether there is a history of over-
servicing patients. Whether the practitioner is in good health so as not to jeopardise a patient's health.
Whether a practitioner has any drug addiction? Whether there is a history of complaints against the
practitioner's professional behaviour?

20

21 I major concerns with your wording of all parts of the bill. It is all waffle and no clear explanation of
anything!!
Health care identifiers should only be granted in situations where an individual is registered with the

22 relevant national registration authority AND in employment with a healthcare provider.

23 How do you plan to monitor providers? How will you monitor to ensure any provider who is suspended
from practice also has their identifier suspended?

This level of identification and bureaucracy suggests a use of the identifier for other purposes other
than supporting healthcare communication. The agency should have the authority to seek information
24 from any other organisation to support a healthcare providers claim - this very much suggests that the
process of being issued an identifier will be an active process - why not do this passively and include all
providers already known to the registration boards

25 Come back when you have all the required information.

Identifying information should be included for personal information. Providing personal information
26 must be done after getting agreement directly from the person. No explanation about getting
agreement is shown.

I am assuming this is for a doctor, nurse or other allied health professional 1 Status of statutory
27 licensing or registration body 2 Criminal check 3 Previous censure by licensing or registration body? 4
Years of experience 5 Area of specialty (ie do we want GPs to do plastic/cosmetic surgery?)

There needs to be better provision for this information to be utilised electronically. There also needs to

28 be direct linkage to the privacy act and other legislation.

To reduce 'red-tape' existing business relationships should be leveraged in determining who is a
29 Healthcare provider. (i.e. Existing Medicare relationships with GPs and specialists could some of the
administrative overhead.)

It is satisfactory and sufficient to have national registration. There should be no need for the service
operator to give a duplicate request to each health care provider, thus doubling the amount of paper-

30 filling the provider has to do and increasing the number of agencise they have to deal with (and, if
Medicare's functions are distributed to more than one organisation in an attempt to create competition,
each of these agencies will be demanding information from the health care provider).

Level of experience / expertise. Be given the option of adding additional evidence if the initial evidence
is not considered sufficient.

31
32 There should be a right of appeal as to whether the supplied information is adequate
33 assume 'any' form is a list of suitable documentation formats that are adequate, this should be defined.

Should ask information relevant to practice overseas, including any sanctions, reprimands, proceedings

34 against etc

35  Not clear what type of information will be required. there should be some level of effort made by the
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body to validate the identity, rather than leaving it exclusively to the healthcare provider to be at risk
of not being able to practice. Presume 90% of all identifications can be done automatically based on
existing data.

Thought will need to be given to the level at which this information is sought. This is particularly an

36 issue for very large decentralised organisations like ours with over 8,000 staff.

Regulation 7(3) is too broad and bureaucratic and does not adequately define the form of information
37 e.g. attested by public notary. It should be sufficient for the health provider to prove their identity
matches to that in the AHPRA database.

38 7(3) should have 'reasonable' inserted before 'form'

why are the identifiers used previously not enough - this would mean a far simpler decision tree this is

39 a potential minefield of misinformation - with all the cost and service implications that this entails.

40 Reasonable ideas if handled by reasonable people. If they handle it in an unreasonable manner (e.g.
asking for stat decs for minor things) it could get onerous.

41 Notarised copy of original documentation

Evidence of capacity to maintain health records securely; evidence of no breaches of behavioural

42 codes; evidence of good character

43 need an appeal mechanism to arbitrate appropriate forms of information (Q 15), rejected claims for an
HPI-I

44 | Evidence of qualifications of practitioner in lieu of NRA registration.

45 There needs to be a set of mandatory and uniform identifiers that each healthcare provider must
produce to the NRA
Evidence of qualifications, place of business and membership of professional college; registration board

46 etc. Needs to be a means of recourse if no humber is forthcoming.

47 | need designated process to give healthcare provider options to provide the necessary information

I am not sure that this is the best way to manage this? There needs to be some kind of appeal

48 process? To deal with inappropriate allocation or refusal to allocate a HI.

Accepted forms of validation should be identified in the guidelines and agreed prospectively. No
49 mention of right of appeal if the information does not "satisfy" for the purposes of the guidelines and
this should be addressed.

This gives too much power to the registration authority to decide what they consider are healthcare

50 provider organisations. How can they complain if they have a legitimate case but been refused on
arbitrary documentation grounds.
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Regulation 8

Regulation 8(1) siaies that "For paragraph 7 (1) (q) of the Act. each of the followang is ideniifying information:  (a)
an e-mail address; (b) aphone number; (c)afax number; (d)awork addres=_"Do you agree that the above =
suitable addibonal information for the service provider to request of the individual healthcare provider?

[ Strongly Agree [ Agree [ Meutral [ Disagree [ Strongly Disagree

60 % — 58

40 %

20 % 16

10 10

0%
Level of agreement

Regulation 8(Z) states that “For paragraph 7 (1) (g) of the Act. each of the following is identifying infformabon:  (a)
ane-mail address: (b) aphone number: {c]afaxnuni:ﬂ"ﬂnymmﬂﬂﬂed:memsuﬂﬂeaﬂmﬂ
information for the service provider to request of the healthcare provider organisation?

[ Strongly Agree [ Agree [ Meutral [ Disagree [ Strongly Disagree

60 % 56

40 %

20 %
14

12 11

0%
Level of agreement

19. Regulation 8(2) states that: "For paragraph 7 (1) (g) of the Act, each of the following is
identifying information: (a) an e-mail address; (b) a phone number; (c) a fax number." Do
you agree that the above is suitable additional information for the service provider to request of the
healthcare provider organisation?
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# Response

1  These are not good pieces of "identifying information". If Medicare needs to ask for and check fax numbers,
then there is some weakness upstream in the credentialing process.

not all individuals might have a fax number

3  email address is unique, fax is out of date and telephone numbers change or disappear (fixed line numbers
dropping).

These are all changeable. Unless the NRA is going to test each of these data points for accuracy by contacting

4 the applicant via these means, the reliability is suspect. They can also change over time at a simple request to
the phone company or email supplier.

> ABN /Affiliation / Association / or similar sort of registration no.

6 ,
contact person's name

7

ABN/ACN number

8 Don't believe they need the health provider's contact details so explicitly. Surely you would contact them
through the agency that employs them.

9 Idon't think any substantive system would accept that these attributes are sufficient to uniquely identify
anything and that must be the point

10 Alternative contact point.

11 I think membership of the occupational group needs to be established. Proof of qualifications or membership
of a craft group needs to be ascertained.

12 ABN if that is not covered elsewhere

13 The option to collect a secondary phone number would be of benefit. Particularly given the high use of mobile
telephony.

14 Work Address should be added to 19. Fax should be optional now.

15 A postal address for communication in addition to the e-mail address, telephone number and facsimile
number.

16 I am concerned that you don't even mention privacy and security!! This should be in your document even
before considering identifying information!!

17 address needs to be a practice address, not a corporate address or a post office box

healthcare providers are person entities and need to be identified by all the usual demographics names, date
of birth etc a mobile phone number would be of more use as an id than a work phone no. which can change
frequently. Organisations have other identifiers eg ABN, address physical

18

19 Fax numbers should not be part of identifying information.

20 While these may provide a history, they are all subject to change without notice.

21 May want to request a website address
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22 These are very poor identifiers. E-mail address is a particularly poor identifier due to its transient nature.
Organisations are better identified with their ABN or similar.

Only if a single set of these is required. If a provider operates at several sites, there should be no need for

23 them to be identified at each of these sites. there should be no need for multiple identifiers. this would simply
become a disincentive to work at multiple sites - for example, I would probably cease to provide services to
rural towns rather than deal with parallel layers of bureaucracy.

24 It is not appropriate that these identifiers be made available for public knowledge, only to the service provider
during their investigation.

25 need work address as well

26 an email address does not apply to an organisation but rather to the responsible officer
27 address?

28

Should also include ABN.

29 Need physical location

30 The above information can not be used to identify an individual, however may be used as a secondary data
point to confirm an individual's identity. These are also subject to change quickly and often are not reliable.

31 what about an ABN number?

32 it is ok for info to be given except that the provider is given the task of enforcement - look at what centrelink
has done with that role!

33 d) a work address

34 Fax ought to be optional, email is a legitimate alternative.

35 ACN or ABN; name of controlling or owning entity.

36 The items listed in the bil

37 None of the listed items are unique or consistent for an individual. How will the NRA be charged with
maintaining "currency" of such information and manage historical records if filed against an individual?

38 Probably relying on the Organisation's Profile/ID?

39
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Regulation 9

Regulation 9 of the proposed Draft Regulations states:"3(1) This regulation applies to a pﬁm[a]dnm iqud'ﬂlz
followang: (1) anidenithed healthcare {11) a pariner in a partnership that
provider organisation; (i) atrustee of a trust that iz a healthcare provider rgﬁutsalmn: (nd
an office holder of an unincorporated as=ociabion nrbndrﬂlatlsalndﬂmplwuhr isat (v) an
identihied indnidual healthcare provider who is not regulated under the Nabional Law: and(b) for whom the entity
mnhnnedlnparwm)[a]ﬂﬂq:plmbﬂepﬂmnsmnd healthcare identihier by the service
operaior_Do you agree with regulabon 3(1)7

[ Strongly Agree [ Agree [ Meutral [ Disagree [ Strongly Disagree

60 %

57

40 %

22
20 %

12
7
— -
0 % .

Level of agreement

Regulabon 9 ofthe proposed Draft Regulabons. also =tates:"3(2Z) In section 14 of the Bill a person musttell the
service operator about(a) any change of circumsiances. ||I:Illirgaqdﬂmhﬂl=nhﬂlﬁ1rg information of the
healthcare provider, that removes it from a class of healthcare mimrﬂlmmgm or 6; and(b) any
change to the identifying information of the healthcare provider other than a change mentioned in paragraph 3(2)

{a).9(3) For subregulabhon %7). the identihed healthcare provider must tell the service operator of the change of
circumstances within 14 days after the healthcare provider becomes aware of the change of aircumstances_ Do you

agree with regulation %(Z) and 9(3)7?

Strongly Agree [ Agree [ Neutral [ Disagree [ Strongly Disagree

58

60 %

9 8

e —

Level of agreement

HISA & AHHA Submission: DOHA Proposed Regulations for the Healthcare Identifiers Bill Page 29 of 72



Regulabon 9 ofthe proposed Draft Regulahions states the foll owing penaliies "%4) k is an offence for a person not
to comply with paragraph %2)(a). Penalty =50 penalty unit=" (approoc. $5.500).Do you agree with regulabon 9{4)7?

[ Strongly Agree [ Agree [ Meutral [ Disagree [ Strongly Dizagree

30 %
45

40 %

30 %

20
20 %

10

10 %

1
Level of agreement

0 %

23. Optional comments - on what you think is reasonable information that may be requested after
assigning healthcare identifiers?

# Response

Maybe 14 days is a little too strong given that there may be extenuating circumstances, perhaps 30 days might
be better.

The provision of HPIs should be secondary to the customary credentialing process. If someone changes status in
the health system then there are existing says (info flows) whereby their credentialing authority finds out. These
existing processes are for the most part sound. Adding extra self-reporting burden on providers to tell the new
HI service about changes is a bureaucratic nightmare, and technically, very bad process design when there are
accepted "known customer"” registration principles in e.g. Gatekeeper PKI which can serve to automate the HI
processes.

3 Should be higher penalty points.

4  updates

5  That is disproportional to the situation.

6  changes of contac details, circumstances

Penalties should be applied on case-by-case basis. 14 days, for instance, may not be sufficient time under some
circumstances

8  Provider numbers, registration numbers, medical registration board numbers etc.
There is no reason that for individuals who are not members of a regsitered profession a similar system cannot
be set up as occurs with Medicare provider numbers - if an individual ceases to be a member or hold the
appropraite credential then the health professional association automatically reports this to a central
authority/database
10 Must notify if registration changes.

I feel that the onus of informing the health identifier authority of changes to registration should be through the

11 registration body and not from the individual. The individual should be able to notify one organisation and this
should then notify others that are dependent upon it.
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12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

35

36

There should be no need to ask for additional information AFTER the assignment of an HI. HI's should only be
assigned once ALL required identifying information has been submitted and verified.

Harsh penalty for forgetting to notify of a change in email address?

The 14 day limit may be onerous when a health practitioner moves eg. interstate and there are many other
logistics associated with the move that take precedence.

I find your entire bill misleading. I am not comfortable agreeing to information that you have not even bothered
to explain clearly. Security and privacy of information is not even mentioned! Is this not a concern with this bill
and all information associated with health care identifiers and other information mentioned in this bill?

whilst 14 days is sufficient for a change of phone number etc; it needs to be immediate if it's a suspension of
clinical practice from the authorities

to make sure the person is still allowed to access numbers.

this appears to put the onus on healthcare services to provide information about individual providers -
identifying information does not change and always remains as historical information - identifiers cant be
removed from the register - this whole process is more akin to running Medicare than an identification service.

If updates not provided within 14 days a penalty should not apply until health provider has been notified of such
a charge and given the opportunity to forward updated details. If no information forthcoming, apply penalty only
where the provider is still active in the industry and is disregarding work practices/policy in place

This seems to be a personal information control by the law.

Rather than stipulate a person should this not be an entity, especially as the provider is usually a company. Also
the provision of a single individual as responsible within a company for that identifier is very restrictive, another
mechanism could be the CEO or equivalent who can delegate that responsibility.

the only agency that a health care provider should have to notify is the national registration authority. It is that
body's duty to notify other agencies. It should not be the duty of the healthcare provider to contact multiple
agencies. Furthermore the definition of a healthcare provider may include the spouse or child of a doctor who
operates his/her practice through a trust. Clearly this is nhonsense.

Penalties should only be enforced where there is evidence of mis-information / omission being provided

not sure if penalty should be applied as not sure of what circumstances may effect the service providers ability
to comply with regulation 9

The penalties for failure to notify change of information as opposed to change of status need to be
differentiated. The penalty for failure to notify a change in hone number should be considerably smaller. The
implication is that a person can be a healthcare organisation. I would think that distinct should be clearer - i.e.
the Healthcare provider as an individual and the healthcare provider as an organisation.

Should be scope to adjust penalty and time constraints by court of law in accordance with individual
circumstances.

penalty is perhaps excessive for a solo practitioner, and should not extend to information not relevant to their
ability to practice. There should be some reasonable period related to the demographics associated with practice
to be updated post any change; 14 days is not a lot of time.

I am uncertain what constitutes a change of circumstances. This needs to be clearly defined and consideration
given to what level this applies to especially in large decentralised organisations.

Penalty seems excessive for 14 day rule (e.g. for holidays) - suggest increase time to 30 days or reduce penalty!
I think a month is more reasonable than a fortnight, and that the penalty is too stiff.

Q21, 9(3) 14 days seems quick. There needs to be some caution that the Individual Healthcare Provider
Identifier does not become a defacto substitute for checking credentials of care providers, that is, having an
identifier is equated to being licence to practice. Q22 -seems steep. Needs to be a simple way/service of
providing notification so that it is not onerous.

Removal from the NRA in addition to the penalty so as to deter further offences. A new application would then
have to be submitted with a permanent reference to any prior offences.

That professional registration remains valid and all place of work and contact details are up to date.

This clause appears to penalise an organisation for failure to notify within the 14 day period. This could be
particularly punitive for sole providers

Maybe some reference to their BN or ACN.

Should be a higher penalty to dissuade offenders
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This allows a fine to be imposed when an organisation fails to inform of minor details such as a fax number. If
37 they are no longer a healthcare provider they should inform. If they make major changes to their contact
details, e.g. move location, they should inform.

Regulation 10

Regulation 10 ofthe proposed Draft Regulations states:™10(1) A healthcare provider or an employee of a healthcare
provider organisabon may request the service operator to disclese an individual healthcare identrher to the person
mklmﬂmrﬂqu&stuﬂff[ﬂ]ﬂnhﬂﬂmnﬂhmlﬂﬂﬂmnﬂhmﬂmm healthcare
provider: and(b) the per=on making the request provides healthcare or has dubes in relation to 1tz provision; and(c)
the healthcare identiher is o be used or disclosed by the healthcare provider or heslthcare provider organisation to
manage or communicate information supporting the provision of healthcare 7Do you agree with regulation 10{1)7?

[ Strongly Agree [ Agree [ Meutral [ Disagree [ Strongly Disagree

60 % 57

9

M -

Level of agreement

F{egulatmn1ﬂnftheprnpmnd[hiﬁﬂngidlmnsﬁlnﬂl:ﬁikmrgpﬂﬂhﬁ {Z) kis an offence for a healthcare
provider to make a request under m1ﬂ[1]m#m T10{1){a) to 10{1){c) do notapply to the
healthcare provider. =50 penalty unitz.10{3) Anindividual healthcare provider who ceases to be in the class of
healthcare providers mmﬂlnregminrtnbereglsteredumhrﬁeﬂﬁmrﬂlau must not make a request
under the above regulation = 50 penalty units. 1{[4]Asnlepﬁu:hhn|nr ceases 1o be inthe class of healthcare
providers mentioned inregulation 6. mustnntmﬂna lb—regiilmn1ﬂ(1] 50 penalty units_Do you
agree mgiilmnsﬂm 10(3). 147

Strongly Agree [ Agree [ Neutral [ Disagree [ Strongly Disagree

60 % 56

8

e ————

Level of agreement
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Regulation 10 ofthe propesed Draft Regulahions state:" 10(5) The regulabions on healthcare providers classes,
information that may be requested before and after az=igming idenithers apply to the followang person=: (a)a
healthcare provider organization; (b) a partner in a parinership thatis a healthcare provider organisation: (da
trustee of atrust that is a healthcare provider organisation:  (d) anoffice holder of an unincorporated associabon or
body that is a healthcare provider orgamisation.Do you agree with regulation 10{5)7

[ Strongly Agree [ Agree [ Meutral [ Disagree [ Strongly Disagree

60 %% — 56

Level of agreement

Regulation 10 ofthe proposed Draft Regulations state:"10(6) A person mentioned in subregulation 10(5) commiis
an offence it (a]ﬂmhealﬂmamnmtbru‘gﬂnﬂmmmﬂedmdlﬂdﬂmmmm
regulation 6; and (b) anemployee of the healthcare provider organization makes a requestunder 1{1) and (g
the person has not taken reasonable steps to ensure that the requiremenis of pﬂmﬂﬂn1ﬂ[‘l)(a]b1{[1]({:]d:me
have been met. Eﬂpenaltyurlhﬂl?jhpﬂmmﬂ sub-regulation TI{5) commits an offenceif the
healthcare provider organisation has not taken reasonable steps to ensure that only authonsed employees make
requests under sub-regulation 10{1) = 50 penalty uniiz=_Do you agree with regulabions 10(6) and 10(7)?

Strongly Agree [ Agree [ Neutral [ Disagree [ Strongly Disagree
50

50 %

Level of agreement
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Regulation 10 of the proposed Draft Regulahions state:" 10(8) For section 21 of the Bill_ a healthcare provider
orgams=ahion that asks the sennce operator to dizclose a healthcare idenither must  (a) maniain a reinevable record
of each personthe provider has authonsed to access healthcare identifiers from the service operator. including each

with, or receives from, the service operatoris kept secure so that it is not accessed. modified or disclosed to or by

unauthonsed persons; and (c) ensurethat the service operaior always has the curment names and contact details of

the provider's (d) ensureits responsible oficer, organisation maintenance officer and any other person authonzed

to access disclosed healthcare wdenithers, mmdﬂﬂr{ﬂlﬂlﬂnuﬁﬂehﬂaﬂﬂmﬂmﬂiﬁuﬂ Do
you agree with regulation 10(8)7?

Strongly Agree [ Agree [ Neutral [ Disagree [ Strongly Disagree

60 % 55

1
Level of agreement

Regulation 10 ofthe propesed Draft Regulahions state the following penalty-"10(3) k is an offence for a person
mentioned in sub-regulabon 10{5) above not to lake reasonable steps to ensure that a healthcare prowvider
organization complies with subregulation 10{(8) = 50 penalty unitz_"Do you agree with regulation 10(%)7?

Strongly Agree [ Agree [ Neutral [ Disagree [ Strongly Disagree

60 %

51

1
Level of agreement
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30. Optional comments - on what you think are reasonable rules about the disclosure of
healthcare identifiers by the service operator?

# Response

The types of provider to whom IHIs may be disclosed is probably much wider than just actual healthcare
providers. This needs to be thought through. More importantly, the regulations seem to anticipate not
individually authenticating those who request IHIs. I think there is a very strong community expectation that

1  auditability of access will be done at a fine (named individual) level and by the HI service. The regs delegate
responsibility to orgs to maintain a record of who has looked up IHIs. This is wholly inadequate according to
the expectations that have been set to date, and will inevitably lead to security holes. A computer left on at a
GP's can be used by anyone in that practice to look up IHIs. Not good enough.

2 | Each transaction must be date and time stamped

Can it be shown that the healthcare provider is actually treating the person whom healthcare identifier they

seek.

4 Although penalties are required, the range of separate penalties are onerous and out of proportion. This is
reactionary regulation, not considered regulation.

5 It is very difficult to answer some of these questions because out of context and lack of plain speaking English

makes interpretation and comprehension by the reader questionable.

If an organisation (e.g. hospital) and it's associated (current) employees makes a request for a provider
6 | identifier, it should be taken as necessary for the operation of the organisation or provision of care, without
having a need to record each request. This could be a burden on the organisation and the individual.

It all seems very complex , but the regulations MUST ensure that breaches of regulations can be easily
identified and persons breaching the regulations dealt with appropriately

50 penalty points is not adequate for persons no longer eligible to keep acting as a health care professional,
nor is is adequate for provider organisation non-compliance.

9 | Maintaining current details may be challenging.

10 How about addressing privacy and security as a major concern first?

Where a health care provider provides care to a child a record should be maintained to allow retrieval of
details should a complaint be raised. In Australia that is possible for 7 years after reaching the 18th birthday.

Retention of documents therefore should extend to 25 years in circumstances where the health provider deals
or has dealt with children.

11

12  requests must be in writing

since the only use of the identifier is for communication, and given that once the IDs are widely used in
13 communication, they are not secret or controlled - there is little point in having such draconian approaches -
its a bit like trying to control ones address information, not possible

I am still uncertain about whether some of these regulations will accommodate all of the issues related to

14 s L ) ) A
mental health legislation and urge this is taken into consideration.

There is nothing new here, its all outlined in the HI Bills. This is just the same old motherhood stuff and adds

15 nothing new to the debate except perhaps the knowledge that NASH is inadequate as a means of audit or

identifying clinicians.

Although it is always a requirement for organisations to manage personal information, surely the register of
providers will be available to appropriate users on line? For example an enterprise master provider index
would potentially tag information in a data store with the healthcare providers number with lookups to the
current details of the provider on the national register.

16

The intent of these regulations has not been revealed - therefore they should be opposed until such revelation
17 occurs. furthermore, they continue to involve members of a practice trust - who may be spouse, children,
other dependants, etc

If the organisation has to keep secure the information from the service operator and ensure it is not disclosed
to unauthorised persons, it will mean that the identifiers cannot be sent in a message to another organistion.

18 What does "unauthorised persons" mean in this context ? How could general practice know that whether or
not a pathology practice or a radiology practice would only allow "authorised persons" to see the information.
This clause will effectively stop any use of the identifiers for cross enterprise communication.

practitioners and organisaitons providing services should have their unique identifier and associated details be

19 a mater of public record.

20 Again, there needs to be thought given to how this applies to large decentralised organisations where there
can be staff changes. This regulation will require health care providers to have business rules in place about
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who has this delegation in the organisation.
21 Needs to be some provision for disclosure for research and statistics under approved guidelines

stop the punitive approach and get real with designing a system that will help rather than hinder the health

22 provider. The existing laws regrading fraud should be enough - another layer adds too much complexity.
I am probably the wrong person to send such a questionnaire to, as my understanding of legalese is severely

23 limited! I dread this becoming something like the privacy legislation: 9 volumes per state of turgid verbiage
which, when we apply it as it stands, is actively dangerous or at best hopelessly time-consuming. Thus it is
often ignored to allow work to proceed in the time required!

24 Q 24 need better definition of acceptable uses for which identifiers can be requested - eg, does not currently

exclude insurance fishing expeditions. Q28 not sure about the practicality of these audit trails

Q28 - All healthcare provider organisations store much more information about their patients that what can be
retrieved from the Identifier service. The service exists to bring about uniformity and interoperability and uses

25 only minimal identifying data to do so....it seems overkill to have to store records for 7+ years of who has
accessed the service given that those same persons already have access to far more information about any
patient in their care.

The use of "reasonable steps" make these clauses very subjective. The requirements of sections 10(8), while
26 not unreasonable in principle will place a significant and additional administrative overhead on healthcare
providers.

If you are testing or demonstrating any products used within this act, it seems that one might be liable for a

27 penalty or jail. Can you check this please?

Regulation 11

Regulabion 11 of the proposed Drait Regulabons state:"11(1) For sechon 22 of the Act. a heﬂﬂm‘eprwﬂa’mm
comply with awritten request by the service operator for information that is suffhicient to identify a
accessed. from the service operator, ahedﬂm‘eﬂﬂtﬁerhrﬂleh&dﬂm‘eplumd&rﬂﬂ]ﬁmb—rﬁgﬂiﬁm 1
(1): |nformat|on|ncl|ui&nﬂlemmmm and penod of ime that the person was authonsed by the healthcare
provider to access healthcare identthers_11(3) Sub-regulation 11(4) applies to the following persons:  (a) a person
who 12 the healthcare provider orgam=abon; [h]apartnermapirhmhpﬂldmﬂlehﬂdﬂmplmldﬂr
organmizabion; (c) atrustee of a trust thatiz the healthcare provider organization;  (d) anoffice holder of an
unlnmrpurabdiﬁmmmnrbndfﬂﬂlsﬂlehﬂﬂmn] 11[21m11[37 orgamizabion”. Do you agreewith regulabion= 11

[ Strongly Agree [ Agree [ Meutral [ Disagres Strongly Disagree

80 %

B0 %% -
40 %
20 9% | 12
9
4 3
s
U% [ — -

Level of agreement
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Regulaton 11 ofthe proposed Draft Regulahions state the follewang penalties: *11(4) It is an offence for a healthcare
provider not to give the informabon menboned in sub-regulabon 11(1):  (a) inwnhng if requested by the sennce
operator; and (h]within14{tnrsﬁrmﬁmﬂg%m=5ﬂmmwm’.ﬂnmmﬁh

[ Strongly Agree [ Agree [ Meutral [ Disagree [ Strongly Disagres

30 %

48
40 % —
30 % |
20
20 %
15
11
10 %
— 4
-

1
Level of agreement

33. Optional comments - on what you think is reasonable information that may be requested after
disclosure of healthcare identifiers?

# Response

This is the wrong approach. Anyone accessing IHIs must be "cleared" to do so in advance, not identified post

1 hoc by the provider organisation on request by the HI service.

5, can the healthcare provider demonstrate the need for the healthcare identifier- i.e. why was the number
requested.

3 the reasonable information described seems appropriate but the timeframe for providing information is very

limited

4 | 14 days is a bit prescriptive - perhaps 28?

This entire area is very messy and confusing to the point that the entire questionnaire from the perspective of

validity and rigour is highly questionable and unlikely to stand up to any close scrutiny on examination. I am

not stupid but I have little confidence that my responses accurately reflect a reasonable and informed opinion

on my part.

There needs to be a delegation of sorts on this. E.g. hospital implementing new IT system needs a full referral

6  provider index with identifiers etc. This could be thousands, and a request for each individual item would be
impossible. A single source of truth is required and can be sourced in it's entirety as part of one transaction.

7 14 days is a very short time to action this request.

8 I think that the time period is ridiculous - and the fines are just absurd.

9 I ask, is privacy and security not a concern when you drafted this bill?

10 14 'working days'

Only that information prescribed in 10(8)(a) and 11(2); that is: -Name -Designation/Title -Dates of

11 employment -Period of time that the person was authorised (to access healthcare identifiers)
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12 14 working days might work, not sure if this included public holidays (Easter and Christmas can be tricky)
13 There special or exceptional circumstances that warrant the withholding of information
14 Again, the intent has not been revealed.

15 This depends on what the issue is at the time, but additional information should only be requested which
answers the original allegation - not to go fishing for more potential issues.

16 The Service operator should be checking that only authorised access occurs. There appears to be confusion as
to whether a practitioner or organisation authorises other persons.

See previous comments. Large decentralised organisations will need business rules that clearly state which
17 staff have the delegation and authority to do this otherwise it could be an administratively expensive
requirement.
18 As above - a more realistic period is 30 days.
19 32 seem s bit too 'heavy handed' if I am reading it right

20 It takes 7 days sometimes for a letter to reach here from the nearest capital city. 30 days would be more
reasonable.

21 If the mandatory information required is not provided by the healthcare provider then no information should
be released to them until that mandatory information is provided.

22 I think the penalties might be too rough or become a revenue raising activity. Also this might be a privacy
matter.

23 14 das is too short. Sometimes not able to give approval in that time

24 Too short a timeframe demanded on the healthcare provider to track the individual.

PART C: Regulations required by the Bill that are not covered by DoHA's
Draft Regulations

DoHA's draft regulations did not address the following from Sechion 6 ofthe Bill: "6 Meaning of service operator (1)
The Chief Executive Officer of Medicare Australiais the service operator.  (2) However, ifthe regulabions prescrnibe
another person for the purpose of this subsection. that person is the service operator instead."Do you agree that

regulabons are necessary for the prescnbing of another =ervice operator?

[ Strongly Agree [ Agree [ Meutral [ Disagree [ Strongly Disagres

30 %

40 %
30 %

23
20 % 18

10
10 % |
— — “

0 % .

Level of agreement
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34. DoHA's draft regulations did not address the following from Section 6 of the Bill: "6 Meaning of
service operator (1) The Chief Executive Officer of Medicare Australia is the service operator.

(2) However, if the regulations prescribe another person for the purpose of this subsection, that
person is the service operator instead." Do you agree that regulations are necessary for the
prescribing of another service operator?

# Response

need to know who this "other person” is.

The whole situation about who gets and who doesn't get a number is a problem in the legislation.

3  if another service provider is chosen before implementation of the Bill, then that operator should
be named rather than the very open working of 6(2)

Would prefer an alternative operator.

NO, once the service operator has been appointed then there should only be a paragraph about
how to move from one operator to another. The rest of the regulations will apply to the new
person

6 The Act needs to make provision for multiple service providers to accommodate the whole
medical field.

/ More information needs to be provided before comment on this ridiculous bill!!

8 or properly delegated officer so delegated by the CEO

2 I agree on the grounds I believe an independent third party should regulate provider numbers.
10 What about DVA, DoHA from an Aged Care perspective.

11 The buck should stop at the TOP.

12 Yes. At some stage Medicare's monopoly powers as a health insurer for ambulant patients will be

questioned, and its functions may be distributed/privatised. Therefore this regulation is
necessary.

13 It is usual for any officer to include 'their authorised representative' providing that authority is
given in writing.

There needs to be clarity as to how an alternative service operator could be appointed with clear

14 guidelines for timing and adequate notification. I'm not sure why the CEO rather than Medicare is
the service operator. Now that Medicare is a part of the Dept of Human Services what does that
mean?

I am inclined to think that given this is new regulation it is better to state CEO Medicare Australia
and should this change, then amend the regulation to allow adequate time for consultation and
further input into the change and the reason for it.

15

16 Leave it out?
17 , , . . N
Not necessary....the 'other' service provider would already have to be prescribed in the
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regulation according to the wording of 6 (2) so it's only a catch-all in case MediCare Exec is
removed as Service Operator.

18 It seems a bit funny to stick in this option as an afterthought. What is the motivation of that?

19 This is usual practice within Govt organisations to delegate the responsibility.

20 The process for determining the performance of the service operator and the review period and
how an alternative is selected needs including.

The Bill states that an identther will be as signed to: "a healthcare provider included in a clas= prescnbed by the
regulations™. DoHA's proposed Draft Regulations do not specify any exclusions when defining the inclusive class of
providers. Do you agree that the regulabons should also have specific exclusions stated?

[ Strongly Agree [ Agree [ Meutral [ Disagree [ Strongly Disagree

50 % 48

40 %

30 %

20 %

10 %%

— — :

0 % T
Level of agreement

35. The Bill states that an identifier will be assigned to: "a healthcare provider included in a class
prescribed by the regulations". DoHA's proposed Draft Regulations do not specify any

exclusions when defining the inclusive class of providers. Do you agree that the regulations should
also have specific exclusions stated?

# Response

1 Such a list could become quite and the maintenance of it problematic.
2 More work needed to think through who has legitimate interests to retrieve IHIs
3

It is possible that some granularity may be required

4  As stated in an earlier comment, the legislation should be specific as to who is included as healthcare
providers.

providers not covered under previous classifications
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?Hospitals, esp seeking bulk updates to provider indexes?

7  if this is an individual provider then yes. The class of membership/credential of the individual must be
specified or unqualified practitioners may get identifiers

8 Chiropractics, Naturopath, Chinese medicine practitioners should be registered

° Provider should be neutral in the health care area.

10 It is impossible to define a comprehensive list of exclusions.

11 Please see above comments relating to graduation, attending post-graduate seminars, ethics, etc.

12 I have major concern on the content of this bill. I feel it dances around the identifiers but does not really

address pertinent issues such as security and privacy. I have a real problem that you do not see this as a
serious issue in your bill.

13 international associates of an Australian healthcare provider; providers who have had their clinical privileges
suspended; researchers; auditors

14 Exclusions may assist in defining Identifier requirements

15 Scientifically unproven or discredited classifications of practitioners (ie Homeopathy)

16 Active approval of the class of provider is required, then those excluded fall naturally from the list.

17 Exclusions will occur through the national registration body. No need for parallel exclusions in this legislation.

The problem will not be solved by putting exclusions in because the definitions are way too inclusive to start
with. I wonder if the lady cross the road who looks after the elderly person understands that she is going to be
a health care provider under these regs? Much too broad, much too punitive, much too complex, too inclusive

18

19 How about "a healthcare provider"?

20 Perhaps better to define specifically which classes are included ('members of these (listed) organisations are
OK'"), rather than picking explicitly on certain out-groups

21 -
See previous comments

22 This relates to my previous comment that the clause about associations is vague.

23 However, as stated in my comments previously an inclusion list should be compiled and any provider outside
of that list warrants investigation whether inclusion is appropriate.

24 Depends on the supporting policy.

25 Groups whose members do not posses qualifications from a recognised course at a tertiary institution AND
whose services are not supported by item numbers within the HIC schedule?

26 Some exclusion should be made for those demonstrating or testing products that use the health identifier.

27 If not registered with a registration authority

28 A list of specific exclusions should be included
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In the Bill. it states: "The regulations may prescribe requiremenis for assigning a healthcare identiher toa healthcare
provider or toa healthcare reciment, ml:lu:ing prowviding for review of decisions made under this sechon.® DoHA's
Draft Regulabons do not provide for any review mechanism. Do you agree that the regulations should state how

ions are reviewed?

[ Strongly Agree [ Agree [ Meutral [ Disagree [ Strongly Disagree

60 %

40 % |
35
20 % |
8
_%=
0% .

Level of agreement

36. In the Bill, it states: "The regulations may prescribe requirements for assigning a healthcare
identifier to a healthcare provider or to a healthcare recipient, including providing for review of
decisions made under this section." DoHA's Draft Regulations do not provide for any review
mechanism. Do you agree that the regulations should state how decisions are reviewed?

# Response

I am not a legislator, so maybe this kind of catch-all is a good idea, BUT it seems to me to reflect at this stage
inadequate analysis of the types of providers and organisations that should be anticipated to be covered. AND

1 it seems to belie a redundant centralist approach to IHI issuance, that should not be necessary if IHI issuance
was automated on "known customer" grounds and tied to existing healthcare professional registration
processes.

2

It should be handled by a tribunal, similar to the SSAT

3 Once again, this was regulation development on the run and a main problem with the legislation. It is sloppy
and leaving too much to regulation as many submissions stated.

4 . . .

A review mechanism is necessary
> Review should be by an neutral / independent body.
6

Perhaps a three yearly e-mail query of whether the address is still current

7 A situation in which there is no right of review is unfair - possible the Administrative Appeals Tribunal could be
the vehicle of review.

What are you really trying to say with this regulation? It is just waffle that defines squat!!
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their should be the need for the Executive of each organisation to sign & submit a statutory compliance
statement each year; the ability for the Auditor General to arrive unannounced at any time to review evidence
of compliance and dismissal clauses written into each executive job description if their organisation fails such
an audit.

10 why is healthcare recipient included here??

1 Review mechanism will in all likelihood enhance the application of regulatory processes.

12 The review process needs to be open and transparent - including a peer review process.

13 this is far to vague as it stands. It allows unreasonable powers to whoever interprets it.

14 Otherwise this review could be done by anyone in any manner not in line with the intentions of DoHA and this
bill.

15 Possibly the Privacy commissioner should provide the review mechanism

16 Only that the regulations need to say what this review process is and how it will be done.

17 If you add legislation for reviews, do you then have to put in data about the reviews, their timing, and the
circumstances which make them necessary?

18 see earlier comment about need for an appeal/review process for rejected HPI applications, etc

If you don't state it up front it results in "make up the rules as you go." That leads to a confused outcome. A
qualified board or committee should receive the relevant documents to review and meet on a regular basis to
deliberate on their findings.

19

20 Must be a review body - specific procedures must be established so that there is consistency and responsibility
and transparency

21 Yes as these can evolve and mature overtime - better than being in the legislation itself.

22 .
see earlier comment

23 The review process needs to include a review procedure when a healthcare organisation is refused
information.
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In the Bill. it siaies under section 12 - "Disclosure by data sources’ that "( 1) A data source is authonzed todisclose
identifying informabon of a healthcare provader, or of a healthcare reciment. to the service operator for the purpose
of the =ervice operator az=zigning a healthcare identrher to the healthcare provider or healthcare recipient ?) Each of
the following is a data source:  (a) Medicare Australia: [h]the\l"eim Adfairs Department.  (c) any entity
prescribed hrtheregdmhﬂemdﬂﬁpﬂw DoHA's Draft Regulations do define what any other
‘entity’ might be. Do you agreethat the regulahons should state what those entiies are?

[ Strongly Agree [ Agree [ Meutral [ Disagree [ Strongly Disagres

60 %

40 % |
24
20 % |
12
— - -
I
0% .

Level of agreement

37. In the Bill, it states under section 12 - 'Disclosure by data sources' that: "(1) A data source is
authorised to disclose identifying information of a healthcare provider, or of a healthcare recipient, to
the service operator for the purpose of the service operator assigning a healthcare identifier to the
healthcare provider or healthcare recipient. 2) Each of the following is a data source: (a) Medicare
Australia; (b) the Veterans’ Affairs Department; (c) any entity prescribed by the regulations for
the purpose of this paragraph." DoHA's Draft Regulations do define what any other 'entity’ might be.
Do you agree that the regulations should state what those entities are?

# Response

1  For privacy reasons, we cannot have an open ended possibility of the HI service, by writ of new regs, being
able to pull identifying information from other entities.

2  The reliability and validity of the data is paramount if this program goes ahead, be it compulsory or opt-in/out.
If the data is crap going in, it's not reliable coming out.

a list of possible entities should be included rather than leaving it open ended. this way everyone knows who
is authorised to disclose the information and people will not be taken by surprise when information is disclosed
from another entity that they were unaware was able to disclose the information

4 | where does it say in the regulations that a health care recipient will have a health care identifier attached to
them??

5  Entity must have Australian registration body which monitors the ongoing professional development of its
members.

6  12-2(c) does state 'prescribed by the regulations’, and disclosure of who these alternate entities are should be
provided within the Bill/Act.

7  This is required under privacy legislation which prohibits sharing of data unless explicit consent is given. It
should not be given without declaring the receiving body.

Please define how you are going to do this in the context of privacy and security. This needs to be disclosed to
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the Australian public. How are you going to use this information and to whom will you disclose it, as section
12 is not clear!!

health practitioner registration boards

10 Yes - where possible.

11 The regulations should at least include NRA as a trusted data source. Any others should be stated explicitly

12 Not at this time. Regs can easily be changed / added to at a later date as needed.

13 Needs to include formalised method by which entities can be prescribed in future, ie. cannot be added ad hoc.

14 Some examples would be useful...

15 Some guidelines as to qualifications for being a "data source" would be helpful.

16 Yes - once again parameters must be established so that confidentiality is maintained at all times - these
parameters can be updated if necessary

17 .
Yes as these can evolve and mature overtime.

In the Bill. it states under section 27 - 'Protechion of healthcare identihers" that 'Anentnymst[a]t*ermuﬂﬂe
steps to protect healthcare identihiers the entity holds from: (i) misuseand loss: and (1)
dechatlnnnrdmdnsuﬁaﬂh]mrﬂfﬂﬂlaﬂrﬂplrﬂmﬁm by the regulabons for ﬂlepn:lnchund
healthcare idenithers the entity holds_"DoHA's Draft Regulations only refer to Sechion 27 on the protectiion of Health
Ildentifiers in their supplementary notes (i.e. Regulabhon 8 - Noke 1 & Nole 7). According tho DoHA's Glossary of
Terms, these noles do not form part of the regulabons. They basically siate that the healthcare orgamisabion should
comply with the Privacy Act. or equrvalent State Legislabion. and breaches may result in_a complaint to the Privacy
Commissioner. Do you agree that this is inadequate for the protection of identihers by ‘enbihes™?

[ Strongly Agree [ Agree [ Meutral [ Disagree [ Strongly Disagres

30 %

40 %
32
30 % -
20 %
12
10 % | 8
- 3
—
0 % :

Level of agreement
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38. In the Bill, it states under section 27 - 'Protection of healthcare identifiers' that: "An entity
must: (a) take reasonable steps to protect healthcare identifiers the entity holds from: (i) misuse
and loss; and (ii) unauthorised access, modification or disclosure; and (b) comply with any
requirements prescribed by the regulations for the protection of healthcare identifiers the entity
holds." DoHA's Draft Regulations only refer to Section 27 on the protection of Health Identifiers in
their supplementary notes (i.e. Regulation 8 - Note 1 & Note 2). According tho DoHA's Glossary of
Terms, these notes do not form part of the regulations. They basically state that the healthcare
organisation should comply with the Privacy Act, or equivalent State Legislation, and breaches may
result in a complaint to the Privacy Commissioner. Do you agree that this is inadequate for the
protection of identifiers by 'entities'?

#

10

11

12

13

14

15

16

Response

This is way too soft, and almost archaic in its softness. Many years ago, the financial services sector realised
that the protection of credit card details could not be left to the unregulated whim of merchants, so PCI-DSS
regs were introduced. For healthcare identifiers to not be afforded comparable and enforceable protection as
credit card details strikes me as worse than paradoxical. Tough technical requirements for IHI security need to
be accompany this legislation from day one.

There are specific requirements for organisations to protect tax file numbers & Medicare numbers - specific
requirements should also apply to healthcare identifiers

The privacy act as it stands is grossly outdated. The new bill seems to be a long way off and will not be in
place by July 2010

Complaints to the Privacy Commissioner are toothless in the case that the damage is already done.
"reasonable” is a loose term. From a consumer perspective, this whole program is open for abuse and identity
fraud.

Every steps and precautions must be taken to protect those sensitive information. And there must be a clear
indication for the providers for possible penalties which can be imposed if adequate measure are not taken to
safe guard those sensitive information

supplementary notes need to be part of the regulations

There is too much variance in state privacy legislation, and in some cases, in regions of a state, that would go
against this. Victoria is a case in point.

protective measures need to be in the body of the Bill

Same rules to apply for healthcare identifiers as does for health record now.

The privacy legislation is inadequate both at state and federal level.

The Act should be more explicit on restrictions on how identifiers can be used. For instance - an individual's
identify should not be used as an index in GP's practice management software.

Define how security and privacy will defined globally as well by "an entity"?

per my comments at part 36

this act should be in line with the privacy act protections for medical information and shouldn't specify a
different standard

an identifier used for communication is not confidential information

Greater regulatory strengthening required to address potential direct consequence arising out of misuse or
unauthorised disclosure of information
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17 The privacy act needs to be amended to cater for the healthcare identifier.

All providers need to meet a computer security / conformance requirement. This will need to cover policies
and procedures for ensuring that current and future information systems are managed effectively. it also

18 - ; ) h A 2 .
needs to cover human resource issues ensuring that privacy / confidentiality is maintained. This needs to be
reviewed at least annually by an external organisation and preferably linked in with the organisational
accreditation / quality systems.

19 Anyone can already identify a health care provider by simply reading the address, phone number, fax number,
e-mail address and provider number from the provider's stationery letterhead. Therefore, what is the need for
any protection of information that is already non-confidential and in the open domain?

20 Reliance on Privacy Acts is in line with other legislation.

21 Many industries have been governed by privacy legislation for decades and it seems to have worked
adequately to protect privacy

22 Sorry: don't ask me my feelings on the privacy legislation . . . !

The healthcare identifier is just a number and minimal demographic data is used to identify the 'owner' at

23  time of issue. Why should this identifying number be subject to different security provisions that any other
patient or provider identifying information? Providers already have patients Medicare card number,
demographics and possibly credit card or bank details.

24 The use of an identifier should be protected in the regulations of the Act.

25 Experience overseas shows that protection of the healthcare identifiers needs stronger regulations.
Regulations are allowed for in the Bill by missing from the DoHA proposals which rely on existing inadequate
legislation.

Small business operaiors (as defiined in Pnvacy Act 1988 Section 6D) that provide. for example, secure electronic
me_ssagmgsenm:&sh'gaﬂiiplmhhum be exempt from the Privacy Actas they are notclassed as
healthcare providers. The regulabons for the Heﬂﬂlldﬂilﬁa’s Eill could require all such small busm&ssopam
register under the Privacy Act and be treated as an organisation (Privacy Act 1988, Section GAE). Currently. =
small business operators could be classihed as an enfity under Section 20 of the Health ldentiher Bill and allimrmed
to collect and us e health identthers for the purpose of authentication in electronic transmissions_Do you agreethat it
is a concernif any entity is authonsed to collect and use health idenithers while they are exxempt from the Privacy
Act 19882

B, Strongly Agree [ Agree [ Meutral [ Disagree Strongly Dhsagree [ Mo Opinion

50 %
45

40 % | 38

Level of agreement

HISA & AHHA Submission: DOHA Proposed Regulations for the Healthcare Identifiers Bill Page 47 of 72




39. Small business operators (as defined in Privacy Act 1988 Section 6D) that provide, for example,
secure electronic messaging services for general practitioners may be exempt from the Privacy Act as
they are not classed as healthcare providers. The regulations for the Health Identifiers Bill could
require all such small business operators to register under the Privacy Act and be treated as an
organisation (Privacy Act 1988, Section 6AE). Currently, such small business operators could be
classified as an entity under Section 20 of the Health Identifier Bill and authorised to collect and use
health identifiers for the purpose of authentication in electronic transmissions. Do you agree that it is
a concern if any entity is authorised to collect and use health identifiers while they are exempt from
the Privacy Act 1988?

# Response

Is this genuinely as issue?

2  Healthcare bodies could be required to include compliance with the Privacy Act in formal contracts in any
dealings with such business operators

3 or another legislative requirement with the same effect
4 This is why the proposed changes to the Privacy Act should happen before any roll-out of this ID system.
5

Every individual/organisation under the proposed bill/regulation must not be exempted from the Privi Act 88.

6  no business should be exempt from the Privacy Act 1988. if they have access to the identifiers for whatever
reason, they should be included

7 Small business such as OT/PT/POD etc should also be included in some form.
8 Only specified operators should be authorised
9

They should be included s an entity under Section 20 as suggested above

10 It is unlikely that an organisation providing services in the example stated would need to store health
identifiers.

11 As mentioned previously how are you going to address privacy and security with all sectors as I don't feel you
have addressed anything with this bill!!

12 if they provide healthcare they should be included in this Act
13 ) . .

revise the exemption policy
14

as above, privacy act needs to be amended

This is ridiculous - there should be no exemptions. General practice, in particular, should not be exempt as it

15 is pivotal to all future e-health initiatives. The majority of GP clinics are subject to practice accreditation and
the RACGP standards are consistent with the standards needed to properly handle this information. Hence, the
additional overhead for general practice is minimal.

It would be a good idea if they were registrable under the national registration authority. This would help to

16 keep ne'er-do-wells out of the system (the authority has investigation powers) and would centralise all of
these issues.

17 The only extra information such companies will have access is the identifiers. These have no intrinsic privacy
implications and what the company’s' obligations are re privacy are Clearly set out in the HI bill and
regulations

18
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Privacy Act must apply to all.

19 All parties to the allocation, use and transmission should be protected and must adhere to the regulations.

20 Here is an opportunity to close some of the current loop holes such as small business operators providing
messaging services and this has not been specified.

In the Bill, section 25 does not prescribe ‘electronic” infformation and can therefore also be used as the identihier on
paper based records. These do not necessanly afford the same level of pnvacy and auwdit that can be apphed to
electronic records. Any dizclosure nzk has to be weighed mmﬂhlmmsaﬁfhrmrrecﬂyldﬁiﬂmng
the paper bazed record. While the Privacy Act 1988 i= technology neutral. the Health ldentthers Bill makes specithc
reference to technologies. e g. Public Key Infrastructure Sechon 2({1)).The protechions that such technologies
provide do notextend to paper based records. This could be addressed by regulation that ensures the Health
Ildentifier is notunnecessanly pnnied in full when there is a high nsk of being read by third parties_ An analogy i= the
common practice ofonly pnnting part of a credit card number on a receipt Do you agree that the regulabions should
have = pecrhc protechon of idenbhers used with paper based records?

[, Strengly Agree I Agree [ Meutral M Disagree [ Strongly Disagree [ Mo Opinicn

50 % —
44

Level of agreement

40. In the Bill, section 25 does not prescribe ‘electronic’ information and can therefore also be used
as the identifier on paper based records. These do not necessarily afford the same level of privacy
and audit that can be applied to electronic records. Any disclosure risk has to be weighed up against
the increase in safety for correctly identifying the paper based record. While the Privacy Act 1988 is
technology neutral, the Health Identifiers Bill makes specific reference to technologies, e.g. Public
Key Infrastructure Section 20(1)). The protections that such technologies provide do not extend to
paper based records. This could be addressed by regulation that ensures the Health Identifier is not
unnecessarily printed in full when there is a high risk of being read by third parties. An analogy is the
common practice of only printing part of a credit card number on a receipt. Do you agree that the
regulations should have specific protection of identifiers used with paper based records?

# Response
Why would you bother printing an e-health identifier on a report?

I don't know either way, having not thought about it. I DISAGREE that electronic records intrinsically afford
better privacy as stated in the text. BUT I would say this: if IHIs were to be used on paper, then the vital
issue of transcription errors comes up. In fact transcription and transmission errors is a latent issue in purely
electronic settings too but the paper setting makes the issue much more vivid. The issue is this. The rationale
for the IHI is all about reduced adverse outcomes arising from identification errors. The claim that X adverse
outcomes will be saved by the IHI must be balanced by some number Z of ADDITIONAL adverse outcomes
caused by IHI errors. What is this number? Is it responsible to introduce IHI on the promise if X lives saved if
we don't know how many people will suffer when their IHI is mistaken as a result of transcription errors? We
desperately need use case modelling of how the IHIs will be used in clinical information systems.
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not sure how to regulate 'unnecessarily'

4 We will have created new problems if health identifier numbers are printed out on paper based records.

> Absolutely. Once again, this is an example of the poor drafting of this legislation and design of the "system".

6 the Health Identifier should not be included on identifier labels or 'front sheets' but maybe could be recorded
on financial forms that are not part of the main paper based record, just like credit card details, private health
insurance details

7

DOn't understand the secrecy around an identifier that uniquely identifies a doctor (as an example).

8  Health identifiers should be just as visible as organisation health record numbers so that cross referencing and
communication between health providers is enhanced.

9  If names and other identifiers are excluded form paper files (eg in research or for presentation purposes) then
the IHI should also be excluded or only partially revealed (such only the last 3 humbers)

You either have the full HI on the paper records or not. Having a partial HI may not provide unique
identification. One could adopt an encoded HI which is a cross reference to the real HI kept elsewhere where
unauthorised third parties do not have easy access.

10

11 Paper records should be afforded the same level of protection as required for electronic records.

12 If we are to have an identifier, it needs to be present on all health communication so that the identity of the
report etc is unambiguous.

13 Agree, but only where paper based records are being exchanged by parties, not when kept for storage within
an organisation, e.g. a hospital, where full unique identifier information is essential on paper based records.

14 Are you truly for real? The same provision should apply whether a record is paper based or electronic.

and should also include any spoken disclosure: i.e. there should be explicit references to disclosure of the
identifier over the phone to another party / that it should not happen and constitutes a breach and is
penalised as such.

15

16 we should be able to use them consistently across all our systems - paper or electronic

Oh my god - what is HISA thinking about here - so a printed lab result should not have the identifying
information for the provider who orders and sent it - what a load of rubbish. What is the point of a
communication identifier unless widely known and used.

17

18 when entering IHI into legacy PAS system privacy should also be considered printing output from system

19 Replicating practices that are in effective in the financial services sector with appropriate security safeguards
is a good idea.

In an emergency situation, a doc needs to get to information quickly. The IHI should be available. I like the
prompt in the NT PCIS application that advises if a clinician proceeds past a certain point - without specific
patient need - their ID will be logged and a message sent to audit.

20

21  Why all this need for secrecy? It has never been a problem in the thirty years that Medicare and paper records
have co-existed.

could regulate that they only be printed as barcodes. Whilst knowledgeable humans can read barcodes this
would provide a reasonable level of protection against inadvertent disclosure but balanced with appropriate
safety improvements

22
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23 This is desirable however will have a cost impact on aged care providers who do not have electronic systems.

Tax File Numbers have to be collected by financial organisations but are not allowed to be stored on paper
24 - . R .

records under existing Privacy legislation. There appears to be no reason HI should not enjoy the same

protection

25 Or use a secondary key identifier that can be associated to the primary.

26 The example given is appropriate.

27 Depends on the length of the identifier whether this will be feasible. Full names are commonly printed on
paper records and the identifier is usually in close proximity to the name.

8 Its a number after all. Use of a number does not negate the necessity of patient consent to the disclosure of
their health information. Use of a patient's PKI certificate should strengthen the legitimate sharing and
disclosure of health data.

29 Particularly given that paper is still the majority at present and will continue to be for some time to come.

30 The identifiers are mainly for electronic messaging and the regulations should provide for protection on printed
records.

In the Bill, section 24 covers Use and Disclosure for other Purposes (e .g. Secondary use) The stated purposes do
notdlrectl]rlm:lmiemﬁiltymnmiachwh&smﬂlﬂrer&sdtﬂldltmlmhadhedassed as research.
Experience overzeas has shown that subjecting quality improvement to research approval increases the cost and
delays= of thiz imporant activity that does not attract research funding support. Quality improvement projects do not
create new clinical nsk for patients since their key goal is toimplement evidence-based best standards of practice in
the local environment Without clear authorsation through the Bill, quality improvement activities which might be
more efficient through use of the Health ldenithers may be forced to go through lengthy and costly Human Research
Ethics Commitiee approval processes Do you agree that the regulations should specifically address quality
improvement achvibes?

[, Strengly Agree I Agree [ Meutral M Disagree [ Strongly Disagree [ Mo Opinicn

30 %
42

40 %
34

5
. R
— -

Level of agreement

41. In the Bill, section 24 covers Use and Disclosure for other Purposes (e.g. Secondary use).

The stated purposes do not directly include quality improvement activities with the result that it may
instead be classed as research. Experience overseas has shown that subjecting quality improvement
to research approval increases the cost and delays of this important activity that does not attract
research funding support. Quality improvement projects do not create new clinical risk for patients
since their key goal is to implement evidence-based best standards of practice in the local
environment. Without clear authorisation through the Bill, quality improvement activities which might
be more efficient through use of the Health Identifiers may be forced to go through lengthy and
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costly Human Research Ethics Committee approval processes. Do you agree that the regulations
should specifically address quality improvement activities?

# Response

1 I don't think this data should be used for research at all. Therefore having it used for other purposes is not on
my list as a good thing to begin with.

2  Research, etc. could be expected to de-identify patient related data, or assign an ID unique to the research
project to protect full personal identity.

Are you truly for real? Quality improvement should occur whether your have a paper based system or an

3 electronic system. You need to audit and improve your processes. How do you anticipate to improve and move
forward if you don't audit your systems, processes and procedures whether in a paper or electronic setup?

4 and use the practice as outlined in item 40 / using part numbers

> Ideally, but could be argued this falls under 'management... monitoring or evaluation'

6 and all other legit communication

7 Possibly, or look into feasibility of such if need be.

8

Oversight/involvement from Ethical viewpoint may still be warranted.

9  The problem with this is that there is no avenue for health recipients to agree or disagree to their information
either in an identified or de-identified format from being used for research.

However, all 'quality improvement activities' which involve the aggregation of data need an approval process
which is open and transparent. Pharmaceutical companies will endeavour to purchase / acquire data under the
guise of 'quality improvement' if there is no mechanism to prevent them.

10

11 There is a vast difference between clinical audit and clinical research. That should be made clear in any
legislation.

12 Ethics committee could be over run with irrelevant quality improvements.

13 No need to get everything in the regs now - these can be added later.

You say "Quality improvement projects do not create new clinical risk for patients since their key goal is to
implement evidence-based best standards of practice in the local environment." Your assertion confuses
potential risk and intention. A function or use can be well-intentioned but can nevertheless introduce
unintended risks. It is of some concern that good intentions are presented as effective to avoid risks, since
this belief can in itself contribute to an unwillingness to look for and explore such potential risks. Regarding

14 the QI use here: as with all uses, it should be subject to a widely consulted-on and accepted national
framework for personal information privacy and security in e-health, which does not yet appear to exist in any
coherent, easily comprehensible way. Asking such questions, and making such assertions about risks, in the
absence of an overarching framework is problematic, and confirms the fundamental flaw in proposing detailed
regulations and statutory provisions merely for one element of an e-health system (the HIs) without
addressing either the larger systemic context of use and control, or the major potential changes to health
privacy law which may be on the horizon in response to the ALRC review.

15 This is new policy and having a clearly articulated quality improvement process is critical.

16 Often sub-committee of the HREC will define what it regards as QI activities not requiring ethics approval
within an institution, depts can then apply these rules in house (appeals to HREC)

17 1 think it would be tricky..all research could become cloaked as Quality Improvement project so it can jump
the hoops faster? Is ‘research’ is not the only type of secondary use envisaged in the Bill? If not then why
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would the research approval process have to apply in all cases of secondary use?

18 Yes - although there may be more relaxed rules once it has been submitted as a QI activity.

19 As long as the associated identifying information is protected or patient consent to the use of the number of
purposes other than patient care is obtained. Should not be used in administrative data collections.

20 The failure to make this distinction is also at odds with the current move towards outcome based payments eg
diabetes and General Practice.

International as pects: The regulabons does not address Personal Health Records as was suggested by the recent
recommendations of the Nabonal Health and Hosplﬂs Reform Commiz=on [NHHFH.':] In today s electromc
information age. informatbion perinent to a person’z perzonal. family or household affairs (i.e. Section 26 (2)(c)) i=
now increasingly distnbuted and stored globally. Forenlrple. Microsoft Health Vault. Google Health, eic. where the
data servers arenot necessanly in Australia. Should the regulabions state whowill be held responsibleif an
international organisation, whose servers store health related information, makes unauthonsed use or disclosure?
Do you agreethat the regulations should consider Intermabional aspecis?

B, Strongly Agree [N Agree [ Meutral M Disagree [ Strongly Disagree [ Mo Opinion

50 %
43

39
40 %

30 %

20 %

10
10 %

I —
0% -

Level of agreement

42. International aspects: The regulations does not address Personal Health Records as was
suggested by the recent recommendations of the National Health and Hospitals Reform Commission
(NHHRC). In today’s electronic information age, information pertinent to a person’s personal, family
or household affairs (i.e. Section 26 (2)(c)) is now increasingly distributed and stored globally. For
example, Microsoft Health Vault, Google Health, etc. where the data servers are not necessarily in
Australia. Should the regulations state who will be held responsible if an international organisation,
whose servers store health related information, makes unauthorised use or disclosure? Do you agree
that the regulations should consider International aspects?

# Response
This blind spot is crucial but is only a special case of the absence of use cases.

As Professor Greenleaf stated in his Senate inquiry, this legislation and the regulations are out of context. In

2  fact, health information will be included in the IHI database in the form of where and when people fronted for
healthcare. This is important for the audit tracking and will be information about healthcare at a level not
discussed in the legislation. It's not just about contact or identification details.

3 | not sure how this can be done but it should be discussed and included if only to alert people to the security
and potential problems of international data servers
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Regulation in Europe and the US is well advanced and it should be addressed in the Act.

> This identifier should not be used internationally in any way.

6 Remote electronic storage of data is becoming an increasingly available option. Regardless, the 'owner' of this
data should continue to be held responsible & therefore must take all reasonable steps to ensure
confidentiality & privacy of the data is maintained regardless of the solution chosen.

7 There needs to be some accountability here. It seems security and privacy is not high on your priority list

when drafting this bill. What happens when there is a breach? Your blanket statement above is a cop out as
far as I am concerned!!

8  organisations who have international link must provide such assurance in the annual compliance statement as
described previously

° As long as the id is not used for facilitating SPAM communications, I don't care.
10 But I do think it would be difficult to state who should be responsible.

1 If necessary.

12

Question here is whether the regulatory framework will be robust to work effectively in an international setting

13 Personal Health Records are just that - they are controlled by individuals, this is not the context in which
regulations about data storage internationally should be addressed.

If people want to store their information internationally and it is accessed without their permission, then it is
their problem. I don't believe taxpayers should be liable to pay legal fees if this occurs. It will be hard enough
to get local compliance.

14

It would be unenforceable - who is going to argue with China, for example - and the person who should take
responsibility for information in remote sites should be the patient who was foolish enough to authorise it in
the first place. That should be made very clear.

15

16 If health information is to be uploaded to a server off shore there needs to be some restriction / guidelines in
place

International may only be as far as NZ! There are privacy regulations about moving health information across
state and international boundaries but can Australia legislate for outside its territories? Some protection if
possible would be ideal for all health information held internationally but this is a much bigger issue than HI

17

18 Do not want to lock into specific models for technology usage. Key principles for PHRs is around patient /
citizen consent to do what they want with their own identifier. Don't prescribe all the possible uses.

Not the regulations but the whole scheme of which the HI Bill and Regs are a fragment - see comment above
19 about danger of not having any overarching privacy or security framework for e-health yet introducing

detailed regs in isolation as if their future context of use could be ignored, or gotten round to in some

arbitrarily distant future time after the concrete of the architecture has been poured and is effectively set.

20 The mobility of people around the world is such that we need to build into this system at the outset the ability
to share information internationally and if this will assist that then it is a good thing.

21 This is a separate topic and needs to be under (currently) State-based Health Privacy Acts.

22 Q1: I don't see how it can be stated who is responsible. Q2: Agree.

23  If a person enters their Personal Identifier or other personal information in their PHR (e.g. GoogleHealth) isn't
that their individual decision. The organisations who provide the PHR service have their own security
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provisions and anyone placing their personal information on these systems accepts those provisions and the
security implications of that decision. How can the Australian Government be accountable for a personal
decision of its citizens? I am sure there are regulations that apply to PHR service providers in terms of
confidentiality although these are still being developed.

Yes - breaches of security of data must be investigated regardless of location. There are established Acts such
as HIPAA 1996 & the Gramm-Leach-Bliley Act for financial services in the US - global storage of data must be
considered in the context of countries who have enforceable laws.

24

The owner of the identifier (patient or professional) should be in control and if they choose use a information
service managed in another country this number would not be the sole identification number for any medical
record.

25

HISA & AHHA Submission: DOHA Proposed Regulations for the Healthcare Identifiers Bill Page 55 of 72



& zoomerang
Regulations of the Proposed Healthcare Identifiers Service

Created: March 16 2010, 4:53 AM

Last Modified: March 16 2010, 4:53 AM
Design Theme: Basic Blue

Language: English

Button Options: Labels

Disable Browser “Back” Button: False

Regulations for the proposed Healthcare Identifiers Service

Page 1 - Heading

About the Survey

The Healthcare Identifiers Service is being developed as a foundation service for e-health initiatives in Australia. The
Department of Health and Ageing have developed draft regulations that will support the implementation of the proposed
Health Identifiers Bill. This survey seeks your opinion on the draft regulations and will be used by HISA to submit a
response. Now that the Senate’'s Community Affairs Legislation Committee has recommended the Bill be passed, it is
important that the proposed regulations provide the necessary safeguards to ensure the Identifiers will be correctly used for
the stated purpose of linking and secure messaging of health records.

This survey will close on Wednesday, 7th April 2010

We suggest that you answer as many questions as time permits. There are 43 questions in total over 4 parts. The majority of
questions require agree/disagree responses and the draft regulations are included in the survey to limit the amount of time it
takes to complete the survey (you don't need to continually refer back to the regulations document). If desired, you may also
input free-text opinions on all elements of the regulations. You may also skip forward and simply enter 'Neutral' for any
questions where you have no strong opinions on that element of the regulations.

The survey will take 15-20mins to complete, depending on the length of your opinions. Please ensure you Click the SUBMIT
button even if you only partially complete the survey. It is important to note that no identifying information will be used in the
delivery of the analysis from this survey.We look forward to your contribution.
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Page 1 - Heading

About the Bill and Regulations

The survey has been worded to minimise the need for respondents to cross reference the Bill or Draft Regulations. If you
wish to refer to them they are available by clicking on the hyperlinks below.

This is a simplified explanation of some of the terms together with a synopsis of what is 'Within the ACT" in regard to
Regulations.

‘BILL’ = the Healthcare Identifiers Bill 2010

'ACT' = BILL when passed by law.

‘REGULATIONS’ = the prescription of whatever is required or permitted ‘within the ACT’ and whatever is necessary or
convenient for carrying out (i.e. implementing) the ACT.

‘Draft REGULATIONS’ = the Regulations proposed by DoHA that this survey asks you to comment on.

‘Within the ACT’ = regulations on:

Using an alternative to Medicare as the service provider;

Information other than name, DoB, sex, etc, for identifying an individual,

Information other than name, address, ABN, ACN , etc, for identifying a healthcare provider;

Defining the national registration authority;

The class of healthcare providers that can be assigned a healthcare provider identifier;

The requirements for assigning a healthcare identifier;

What data source other than Medicare Australia or the Veterans’ Affairs Department can be authorised to disclose identifying
information to the service operator when assigning a healthcare identifier.

Information supplied by the healthcare provider to the service operator for the purpose of maintaining identifiers;
Access control rules (including handling requests) about the disclosure of identifiers by the service operator;
The information that may be provided to the service operator in relation to an identifier disclosure;

Any requirements for the protection of identifiers; and,

The imposition of a penalty up to 50 penalty units (approx. $5,500) for contravention of a regulation.

DoHA also provide a short Glossary of Terms covering the National Law, Offences, etc.

Page 1 - Heading

PART A - About You

Page 1 - Heading

Tell us about yourself In this section we will ask you a few short questions about yourself which will allow us to better
analyse the data. At the end of this section you can optionally tell us your email address. This will enable us to send you the
survey report when it is completed and to involve you with discussions around the survey when they occur. All identifying
information will be removed in the analysis of this survey.

Page 1 - Question 1 - Choice - One Answer (Bullets)

With which title do you most closely identify from the following list?

Medical Practitioner

Nurse

Pharmacist

Allied health professional
Other healthcare provider
Health informatician

IT, engineering or science professional
Support worker

Manager

Health information manager
Health consumer

Other, please specify

Q00000000000
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Page 1 - Question 2 - Choice - One Answer (Bullets)

Organisation Type
What type of organisation do you work for? Click on the box which best fits your organisation:

| work for a healthcare provider organisation
| work for a healthcare systems vendor

| work for a government department

| work for a healthcare services supplier

| work for a university

| work for an association

Other, please specify

Q000000

Page 1 - Question 3 - Choice - One Answer (Bullets)

Organisation SizeClick on the box which best describes the number of staff in your organisation:

Less than 10
11to0 50

50 to 200

200 to 1000
Greater than 1000

Q0000

Page 1 - Question 4 - Choice - One Answer (Bullets)

How many years of experience do you have in the health sector?

O Less than 1 year
O 1-5years
O 6-10 years
O 11+ years

Page 1 - Question 5 - Choice - One Answer (Bullets)

How many years of experience do you have in health IT or health informatics?

O Less than 1 year
O 1-5years
O 6-10 years
O 11+ years

Page 1 - Question 6 - Choice - One Answer (Bullets)

Are you a member of HISA - the Health Informatics Society of Australia?
(Note: This question is included to check our membership reach. This information will not be used for marketing purposes)

O Yes

O No
O Not at this time, but | have previously been a HISA member
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Page 1 - Question 7 - Open Ended - One Line

Email (optional)

Providing us with your email address will allow us to send you a copy of the final report.

Page 1 - Heading

PART B - The Regulations Proposed by DoHA

Note that, DoHA's Draft Regulations make many cross references back to their own regulations, sub-regulations and
paragraphs. In Part B of the survey, the following notation will be used to ensure you know exactly which regulation they are
referring to, that is: '9(2)(b)' refers to Regulation 9, sub-regulation (2), paragraph (b) of the proposed Draft Regulations - as
found on page 7 for this example.

Page 1 - Question 8 - Rating Scale - Matrix

Regulation 4 - regarding a National Registration Authority:

The Bill refers to a National Registration Authority (NRA) that will be prescribed by the Regulations. A NRA will

be authorised to assign identifier numbers and disclose this to the service provider (e.g. Medicare) together with related
information that the NRA holds.

Regulation 4 of DoHA’s Draft Regulations states only that:

"For section 8 of the Act, each of the following registration authorities is a national registration authority:

(a) a National Health Practitioner Board established by the National Law;

(b) if it is authorised under the National Law to assign healthcare identifiers to healthcare providers — the Australian Health
Practitioner Regulation Agency established by the National Law."

Do you agree with this regulation 4 as proposed by DoHA?

StronglyAgree A g r e e Neutral Disagree StronglyDisagree

Level of agreement o o 0 o o

= Opton comments - on who you hink would be appropriate o run a Netional Regisration Au

Page 1 - Heading

Classes of healthcare providers — Individuals

Page 1 - Question 9 - Rating Scale - Matrix

Regulation 5 of DoHA'’s Draft Regulations state that:

"For paragraph 9 (1) (a) of the Act, each of the following is a class of healthcare provider:

(a) Individual healthcare providers who are registered by a registration authority as members of a health profession.

(b) Individual healthcare providers who are members of a professional association that: i) relates to the healthcare that has
been, is, oris to be provided by the members, and; ii) has uniform national membership requirements, whether or

not in legislation."

Do you agree that regulation 5 provides suitable definitions for individuals who are healthcare providers who will get access
to the identifier service?

StronglyAgree A g r e e Neutral Disagree  StronglyDisagree

Level of agreement 0 0 0 0 0
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Page 1 - Heading

Classes of healthcare providers — Organisations

Page 1 - Question 10 - Rating Scale - Matrix

Regulation 6 of DoHA’s Draft Regulations states that:

"6(1) For paragraph 9 (1) (a) of the Act, a class of healthcare providers is healthcare provider organisations each of which
has:

(a) an employee who: (i) is an identified healthcare provider; and (ii) provides healthcare as part of his or her duties; and
(b) only 1 employee (a responsible officer) to act on behalf of the organisation in its dealings with the service operator; and
(c) an employee (an organisation maintenance officer) to maintain information about the healthcare provider organisation

that is held by the service operator, and to provide any further information about the healthcare provider."

Do you agree regulation 6 provides suitable definitions for organisations who provide healthcare?

StronglyAgree A g r e e Neutral Disagree Strongly Disagree

Level of agreement 0 0 0 0 0

Page 1 - Question 11 - Rating Scale - Matrix

Furthermore, Regulation 6 of DoHA’s Draft Regulations also states that:

"6(2) However, a sole practitioner is in the class of healthcare providers mentioned in subregulation 6(1) if he or she provides
healthcare and performs the roles of responsible officer and organisation maintenance officer."
Do you agree with this sub-regulation for sole practitioners from DoHA's draft regulations:

StronglyAgree A g r e e Neutral Disagree Strongly Disagree

Level of agreement 0 0 o 0 0

Page 1 - Question 12 - Open Ended - Comments Box

Option comments - on what you think would be appropriate classes for Healthcare Provider Organisations?

Page 1 - Heading

Information that may be requested before assigning healthcare identifiers
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Page 1 - Question 13 - Rating Scale - Matrix

Regulation 7 of DoHA’s Draft Regulations states that:
"7(1) For subsection 9 (5) of the Act, the service operator or a national registration authority may ask an individual
healthcare provider for the following information before assigning the healthcare provider a healthcare identifier:

(a) identifying information about the individual healthcare provider;
(b) information that shows that the healthcare provider is in a class of healthcare provider mentioned in regulation 5."

Do you agree with regulation 7 that the service operator (e.g. Medicare) or a NRA may ask an individual healthcare provider
for the above information before assigning the healthcare provider a healthcare identifier?

StronglyAgree A g r e e Neutral Disagree Strongly Disagree

Level of agreement 0 0 0 0 0

Page 1 - Question 14 - Rating Scale - Matrix

Furthermore, Regulation 7 of DoHA’s Draft Regulations also states that:

"7(2) For subsection 9 (5) of the Act, the service operator may ask a healthcare provider organisation for the following
information:

(a) identifying information about the healthcare provider organisation;

(b) information that shows that the healthcare provider organisation is in the class of healthcare provider (covered in Q9
Above);

(c) information identifying its responsible officer and organisation maintenance officer, including the person’s name, work
address, work email address, work phone number or work fax number.

Do you agree with Regulation 7(2) that the service operator (e.g. Medicare) may ask a healthcare provider organisation for
the above information:

StronglyAgree A g r e e Neutral Disagree Strongly Disagree

Level of agreement 0 0 0 0 0

Page 1 - Question 15 - Rating Scale - Matrix

Regulation 7(3) states that: "the healthcare provider must give the information in any form asked for by the service operator
or national registration authority" (for example, original documentation, or for the information to be given in writing or in a
statutory declaration)?

Do you agree with regulation 7(3)?

StronglyAgree A g r e e Neutral Disagree Strongly Disagree

Level of agreement 0 0 0O 0 0

Page 1 - Question 16 - Rating Scale - Matrix

Regulation 7(4) states: "If the information given does not satisfy the body that asked for the information, that body does not
have to assign a healthcare identifier to the healthcare provider."

Do you agree with regulation 7(4)?

StronglyAgree A g r e e Neutral Disagree Strongly Disagree
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Level of agreement o o 0 o o

Page 1 - Question 17 - Open Ended - Comments Box

Option comments - on what you think should be asked, before assigning a Healthcare Identifier?

Page 1 - Heading

Identifying information

The Bill allows for identifying information to be requested by the service provider (e.g. Medicare) to enable them to perform
their function. The following questions refer to other information (i.e. in addition to what is stated in the Bill = name, address,
DoB, sex of individual, type of provider, registration details) that can be requested.

Page 1 - Question 18 - Rating Scale - Matrix

Regulation 8(1) states that:

"For paragraph 7 (1) (g) of the Act, each of the following is identifying information:

(a) an e-mail address; (b) a phone number; (c) a fax number; (d) a work address."
Do you agree that the above is suitable additional information for the service provider to request of the individual healthcare
provider?

StronglyAgree A g r e e Neutral Disagree Strongly Disagree

Level of agreement o o 0 o o

Page 1 - Question 19 - Rating Scale - Matrix

Regulation 8(2) states that:

"For paragraph 7 (1) (g) of the Act, each of the following is identifying information:
(a) an e-mail address; (b) a phone number; (c) a fax number."

Do you agree that the above is suitable additional information for the service provider to request of the healthcare provider
organisation?

StronglyAgree A g r e e Neutral Disagree StonglyDisagree
Level of agreement 0 0 0O 0 0

s ponel commert on et o ik i eonel s proie s forn o cany o e

Page 1 - Heading

Information that may be requested after assigning healthcare identifiers
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Page 1 - Question 20 - Rating Scale - Matrix

Regulation 9 of the proposed Draft Regulations states:
"9(1) This regulation applies to a person:
(a) who is any of the following: (i) an identified healthcare provider organisation; (ii) a partner in a partnership that is a

healthcare provider organisation; (iii) a trustee of a trust that is a healthcare provider organisation; (iv) an office
holder of an unincorporated association or body that is a healthcare provider organisation; (v) an identified individual
healthcare provider who is not regulated under the National Law; and

(b) for whom the entity mentioned in paragraph 9(1)(a) that applies to the person is assigned a healthcare identifier by the
service operator".
Do you agree with regulation 9(1)?

StronglyAgree A g r e e Neutral Disagree Strongly Disagree

Level of agreement 0 0 0 0 0

Page 1 - Question 21 - Rating Scale - Matrix

Regulation 9 of the proposed Draft Regulations, also states:

"9(2) In section 14 of the Bill a person must tell the service operator about:

(a) any change of circumstances, including any change to the identifying information of the healthcare provider, that removes
it from a class of healthcare provider mentioned in regulation 5 or 6; and

(b) any change to the identifying information of the healthcare provider other than a change mentioned in paragraph 9(2)(a).
9(3) For subregulation 9(2), the identified healthcare provider must tell the service operator of the change of circumstances
within 14 days after the healthcare provider becomes aware of the change of circumstances.

Do you agree with regulation 9(2) and 9(3)?

StronglyAgree A g r e e Neutral Disagree Strongly Disagree

Level of agreement 0 0 0O 0 0

Page 1 - Question 22 - Rating Scale - Matrix

Regulation 9 of the proposed Draft Regulations states the following penalties:
"9(4) It is an offence for a person not to comply with paragraph 9(2)(a). Penalty = 50 penalty units" (approx. $5,500).
Do you agree with regulation 9(4)?

StronglyAgree A g r e e Neutral Disagree Strongly Disagree

Level of agreement o o o o o

Page 1 - Question 23 - Open Ended - Comments Box

Optional comments - on what you think is reasonable information that may be requested after assigning healthcare
identifiers?

Page 1 - Heading

Rules about the disclosure of healthcare identifiers by the service operator
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Page 1 - Question 24 - Rating Scale - Matrix

Regulation 10 of the proposed Draft Regulations states:

"10(1) A healthcare provider or an employee of a healthcare provider organisation may request the service operator to
disclose an individual healthcare identifier to the person making the request only if:

(a) the healthcare provider or healthcare provider organisation is an identified healthcare provider; and

(b) the person making the request provides healthcare or has duties in relation to its provision; and

(c) the healthcare identifier is to be used or disclosed by the healthcare provider or healthcare provider organisation to
manage or communicate information supporting the provision of healthcare?

Do you agree with regulation 10(1)?

StronglyAgree A g r e e Neutral Disagree Strongly Disagree

Level of agreement o o 0 o o

Page 1 - Question 25 - Rating Scale - Matrix

Regulation 10 of the proposed Draft Regulations state the following penalties?

10(2) It is an offence for a healthcare provider to make a request under subregulation 10(1) above if paragraphs 10(1)(a)

to 10(1)(c) do not apply to the healthcare provider. = 50 penalty units.

10(8) An individual healthcare provider who ceases to be in the class of healthcare providers mentioned in regulation 5, or to
be registered under the National Law, must not make a request under the above regulation = 50 penalty units.

10(4) A sole practitioner who ceases to be in the class of healthcare providers mentioned in regulation 6, must not make a
request under sub-regulation 10(1) = 50 penalty units.

Do you agree with regulations 10(2), 10(3), 10(4)?

StronglyAgree A g r e e Neutral Disagree Strongly Disagree

Level of agreement 0 0 0O 0 0

Page 1 - Question 26 - Rating Scale - Matrix

Regulation 10 of the proposed Draft Regulations state:
"10(5) The regulations on healthcare providers classes, information that may be requested before and after assigning
identifiers apply to the following persons:
(a) a healthcare provider organisation;
(b) a partner in a partnership that is a healthcare provider organisation;
(c) a trustee of a trust that is a healthcare provider organisation;
(d) an office holder of an unincorporated association or body that is a healthcare provider organisation.
Do you agree with regulation 10(5)?

StronglyAgree A g r e e Neutral Disagree Strongly Disagree

Level of agreement 0 0 0 0 0

Page 1 - Question 27 - Rating Scale - Matrix

Regulation 10 of the proposed Draft Regulations state:

"10(6) A person mentioned in subregulation 10(5) commits an offence if:  (a) the healthcare provider organisation is in the
class of healthcare providers mentioned in regulation 6; and  (b) an employee of the healthcare provider organisation
makes a request under 10(1) and  (c) the person has not taken reasonable steps to ensure that the requirements of
paragraphs 10(1)(a) to 10(1)(c) above have been met. = 50 penalty units.

10(7) A person mentioned in sub-regulation 10(5) commits an offence if the healthcare provider organisation has not taken
reasonable steps to ensure that only authorised employees make requests under sub-regulation 10(1) = 50 penalty units.
Do you agree with regulations 10(6) and 10(7)?

StronglyAgree A g r e e Neutral Disagree Strongly Disagree

HISA & AHHA Submission: DOHA Proposed Regulations for the Healthcare Identifiers Bill Page 64 of 72




Level of agreement o o 0 o o

Page 1 - Question 28 - Rating Scale - Matrix

Regulation 10 of the proposed Draft Regulations state:
"10(8) For section 21 of the Bill, a healthcare provider organisation that asks the service operator to disclose a healthcare
identifier must:

(a) maintain a retrievable record of each person the provider has authorised to access healthcare identifiers from the
service operator, including each person's name, designation and dates of employment with the provider, for the time the
person is authorised and for 7 years starting on the day after the person ceased to be authorised; and

(b) ensure that information it exchanges with, or receives from, the service operator is kept secure so that it is not
accessed, modified or disclosed to or by unauthorised persons; and

(c) ensure that the service operator always has the current names and contact details of the provider's

(d) ensure its responsible officer, organisation maintenance officer and any other person authorised to access disclosed
healthcare identifiers, are aware of their obligations under the Act and these Regulations".

Do you agree with regulation 10(8)?

StronglyAgree A g r e e Neutral Disagree Strongly Disagree

Level of agreement 0 0 0 0 0

Page 1 - Question 29 - Rating Scale - Matrix

Regulation 10 of the proposed Draft Regulations state the following penalty:

"10(9) It is an offence for a person mentioned in sub-regulation 10(5) above not to take reasonable steps to ensure that a
healthcare provider organisation complies with subregulation 10(8) = 50 penalty units."

Do you agree with regulation 10(9)?

StronglyAgree A g r e e Neutral Disagree Strongly Disagree

Level of agreement 0 0 0 0 0

Page 1 - Question 30 - Open Ended - Comments Box

Optional comments - on what you think are reasonable rules about the disclosure of healthcare identifiers by the service
operator?

Page 1 - Heading

You are more than half-way through the survey.
Click on the "submit" button below to go to the final page of the survey.

Page 2 - Heading

Information that may be requested after disclosure of healthcare identifiers
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Page 2 - Question 31 - Rating Scale - Matrix

Regulation 11 of the proposed Draft Regulations state:

"11(1) For section 22 of the Act, a healthcare provider must comply with a written request by the service operator for
information that is sufficient to identify a person who accessed, from the service operator, a healthcare identifier for the
healthcare provider.

11(2) For sub-regulation 11(1): information includes the name, position and period of time that the person was authorised by
the healthcare provider to access healthcare identifiers.

11(8) Sub-regulation 11(4) applies to the following persons: (a) a person who is the healthcare provider organisation; (b)
a partner in a partnership that is the healthcare provider organisation; (c) a trustee of a trust that is the healthcare provider
organisation; (d) an office holder of an unincorporated association or body that is the healthcare provider organisation”.
Do you agree with regulations 11(1), 11(2), 11(3)?

StronglyAgree A g r e e Neutral Disagree Strongly Disagree

Level of agreement 0 0 0 0 0

Page 2 - Question 32 - Rating Scale - Matrix

Regulation 11 of the proposed Draft Regulations state the following penalties:

"11(4) ltis an offence for a healthcare provider not to give the information mentioned in sub-regulation 11(1):
(a) in writing if requested by the service operator; and
(b) within 14 days after receiving the request.

Penalty = 50 penalty units".

Do you agree with regulation 11(4)?

StronglyAgree A g r e e Neutral Disagree Strongly Disagree

Level of agreement 0 0 0O 0 0

Page 2 - Question 33 - Open Ended - Comments Box

Optional comments - on what you think is reasonable information that may be requested after disclosure of healthcare
identifiers?

Page 2 - Heading

PART C: Regulations required by the Bill that are not covered by DoHA's Draft Regulations

Page 2 - Question 34 - Rating Scale - Matrix

DoHA's draft regulations did not address the following from Section 6 of the Bill:

"6 Meaning of service operator

(1) The Chief Executive Officer of Medicare Australia is the service operator.

(2) However, if the regulations prescribe another person for the purpose of this subsection, that person is the service
operator instead.”
Do you agree that regulations are necessary for the prescribing of another service operator?

StronglyAgree A g r e e Neutral Disagree StonglyDisagree

Level of agreement 0 0 0 0 0

HISA & AHHA Submission: DOHA Proposed Regulations for the Healthcare Identifiers Bill Page 66 of 72




= Optional comment on what those regulations should st

Page 2 - Question 35 - Rating Scale - Matrix

The Bill states that an identifier will be assigned to: "a healthcare provider included in a class prescribed by the regulations".
DoHA's proposed Draft Regulations do not specify any exclusions when defining the inclusive class of providers.

Do you agree that the regulations should also have specific exclusions stated?

StronglyAgree A g r e e Neutral Disagree StonglyDisagree

Level of agreement 0 0 0 0 0

= Optional comments on who should be exclude

Page 2 - Question 36 - Rating Scale - Matrix

In the Bill, it states: "The regulations may prescribe requirements for assigning a healthcare identifier to a healthcare provider
or to a healthcare recipient, including providing for review of decisions made under this section."

DoHA's Draft Regulations do not provide for any review mechanism.

Do you agree that the regulations should state how decisions are reviewed?

StronglyAgree A g r e e Neutral Disagree StronglyDisagree

Level of agreement o o 0 o o

= Optional comment on how the regulations handle reviey

Page 2 - Question 37 - Rating Scale - Matrix

In the Bill, it states under section 12 - 'Disclosure by data sources' that:

"(1) A data source is authorised to disclose identifying information of a healthcare provider, or of a healthcare recipient, to the
service operator for the purpose of the service operator assigning a healthcare identifier to the healthcare provider or
healthcare recipient.

2) Each of the following is a data source: (a) Medicare Australia; (b) the Veterans’ Affairs Department; (c) any entity
prescribed by the regulations for the purpose of this paragraph.”

DoHA's Draft Regulations do define what any other 'entity’ might be.

Do you agree that the regulations should state what those entities are?

StronglyAgree A g r e e Neutral Disagree StronglyDisagree

Level of agreement o o o o o

= Optional comment on defining the other entitit
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Page 2 - Question 38 - Rating Scale - Matrix

In the Bill, it states under section 27 - 'Protection of healthcare identifiers' that:

"An entity must:

(a) take reasonable steps to protect healthcare identifiers the entity holds from: (i) misuse and loss; and (ii) unauthorised
access, modification or disclosure; and

(b) comply with any requirements prescribed by the regulations for the protection of healthcare identifiers the entity holds."
DoHA's Draft Regulations only refer to Section 27 on the protection of Health Identifiers in their supplementary notes (i.e.
Regulation 8 - Note 1 & Note 2). According tho DoHA's Glossary of Terms, these notes do not form part of the regulations.
They basically state that the healthcare organisation should comply with the Privacy Act, or equivalent State Legislation, and
breaches may result in a complaint to the Privacy Commissioner.

Do you agree that this is inadequate for the protection of identifiers by 'entities'?

StronglyAgree A g r e e Neutral Disagree StonglyDisagree

Level of agreement 0 0 0 0 0

= Optional comment on protection of Healthcare Identifie

Page 2 - Heading

PART D: Regulations that are missing altogether

The following questions come from forum discussions on HISA's Health Information Privacy and Security website. We
welcome your feedback on additional issues, which can be freely commented on in the final question on this survey.

Page 2 - Question 39 - Rating Scale - Matrix

Small business operators (as defined in Privacy Act 1988 Section 6D) that provide, for example, secure electronic
messaging services for general practitioners may be exempt from the Privacy Act as they are not classed as healthcare
providers. The regulations for the Health Identifiers Bill could require all such small business operators to register under the
Privacy Act and be treated as an organisation (Privacy Act 1988, Section 6AE).

Currently, such small business operators could be classified as an entity under Section 20 of the Health Identifier Bill and
authorised to collect and use health identifiers for the purpose of authentication in electronic transmissions.

Do you agree that it is a concern if any entity is authorised to collect and use health identifiers while they are exempt from the
Privacy Act 19887

StronglyAgree A gree Neutral Disagree StonglyDisagee  No Opinion

Level of agreement 0O 0 0O 0O o 0O

= Optional comment on Small Business exemptiol
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Page 2 - Question 40 - Rating Scale - Matrix

In the Bill, section 25 does not prescribe ‘electronic’ information and can therefore also be used as the identifier on paper
based records.

These do not necessarily afford the same level of privacy and audit that can be applied to electronic records. Any disclosure
risk has to be weighed up against the increase in safety for correctly identifying the paper based record. While the Privacy
Act 1988 is technology neutral, the Health Identifiers Bill makes specific reference to technologies, e.g. Public Key
Infrastructure Section 20(1)).

The protections that such technologies provide do not extend to paper based records. This could be addressed by regulation
that ensures the Health Identifier is not unnecessarily printed in full when there is a high risk of being read by third parties. An
analogy is the common practice of only printing part of a credit card number on a receipt.

Do you agree that the regulations should have specific protection of identifiers used with paper based records?

StronglyAgree A gree Neutral Disagree StonglyDisagee  No Opinion
Level of agreement 0 0 0O 0 0 0O

= Optional comments on how identiiers should b profected on paper based rec

Page 2 - Question 41 - Rating Scale - Matrix

In the Bill, section 24 covers Use and Disclosure for other Purposes (e.g. Secondary use).

The stated purposes do not directly include quality improvement activities with the result that it may instead be classed as
research. Experience overseas has shown that subjecting quality improvement to research approval increases the cost and
delays of this important activity that does not attract research funding support. Quality improvement projects do not create
new clinical risk for patients since their key goal is to implement evidence-based best standards of practice in the local
environment.

Without clear authorisation through the Bill, quality improvement activities which might be more efficient through use of the
Health Identifiers may be forced to go through lengthy and costly Human Research Ethics Committee approval processes.
Do you agree that the regulations should specifically address quality improvement activities?

StronglyAgrre A gree Neutral Disagree StronglyDisagee  No Opinion
Level of agreement
2 Q Q Q Q Q Q

= Optional comments on how to include quality improveme

Page 2 - Question 42 - Rating Scale - Matrix

International aspects: The regulations does not address Personal Health Records as was suggested by the recent
recommendations of the National Health and Hospitals Reform Commission (NHHRC). In today’s electronic information age,
information pertinent to a person’s personal, family or household affairs (i.e. Section 26 (2)(c)) is now increasingly distributed
and stored globally. For example, Microsoft Health Vault, Google Health, etc. where the data servers are not necessarily in
Australia. Should the regulations state who will be held responsible if an international organisation, whose servers store
health related information, makes unauthorised use or disclosure?

Do you agree that the regulations should consider International aspects?

StronglyAgree A gree Neutral Disagree StonglyDisagee  No Opinion
Level of agreement 0O 0 0O 0O o 0O

= Optional comments on International aspect
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Page 2 - Question 43 - Open Ended - Comments Box

Any other missing regulations or comments?

Thank you for your important contribution to this survey on the proposed regulations for the Health Identifier Bill. If there are
additional comments you would like to make about the regulations, aspects of Health Identifiers or would you like to simply
list any other missing regulations that should be accommodated in the Bill, please add these below.

You are also welcome to leave comments on our online forum for more detailed exchange, or to email Peter Croll,
peter.croll@hisa.org.au with specific detailed comments.

Page 2 - Heading

You have now completed this survey. Please hit the SUBMIT button to ensure your responses and comments are
registered.

Thank You Page

Thank you for participating in HISA's survey on DOHA's Proposed Regulations for the Health Identifier Bill. Your information
will make an important contribution to the development of the report which will be submitted to DOHA.

If you have included your email address with your survey response we will send you a copy of the report and keep you
involved with any ongoing discussions.

If you have any questions regarding this survey, please contact Louise Schaper at HISA on 03-9388-0555 or e:
ceo@hisa.org.au. <http://www.hisa.org.au/>

Screen Out Page

Health Informatics Society Australia Ltd.
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Survey Closed Page

The survey is now closed, please contact Louise Schaper at HISA on 03-9388-0555 (email ceo@hisa.org.au) for further
details. <http://www.hisa.org.au/>
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END

HISA & AHHA Submission: DOHA Proposed Regulations for the Healthcare Identifiers Bill Page 72 of 72



