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Preface
The HISA Board of Directors is pleased to introduce this professional practice standard Assuring
Patient Safety in Relation to E-Health Systems and Applications. A Professional Practice Standard.
Part A: Information Paper. This document is to be read in conjuction with Part B: The Standard.
This current version of the document is a draft, released for public comment to HISA members
and stakeholders. All comments received will be reviewed by the editors and and will influence
the final edition.
This professional practice standard is the first publication of this work. All the contributors are
experienced professionals who understand the need for e-health to be designed, implemented
and used appropriately. They also understand the important role health informaticians play in
the design, implementation and use of e-health systems.
HISA is grateful for the work of the editors and expert advisory committee who have developed a
thorough and valuable resource for organisations and individuals involved with the design and
implementation of information technology products and services for e-health.

2015-2016 HISA Board of Directors
HISA: Health Informatics Society of Australia Ltd
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1.

Introduction
The last decade or so has seen growing awareness both in Australia and
globally of safety issues associated with the implementation and use of
information technology products and services for the purposes of delivering
health care.
“Health IT is playing an ever-larger role in the care of patients, and some
components of health IT have significantly improved the quality of health care
and reduced medical errors. … However, concerns about harm from the use
of health IT have emerged.”
(Institute of Medicine, 2012)

National initiatives to encourage greater safety in
health IT have emerged in Canada, the United States
and the United Kingdom, and Europe has had
guidelines on ensuring the patient safety of health
software since 2007 (CEN, 2006, CEN 2007).
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This Information Paper is the first of a three part series on Assuring Patient Safety in Relation to
E-Health Systems and Applications ), to be published under HISA’s Digital Health Workforce
Initiative. The three parts are:


Part A, Information Paper (this document). Designed to accompany the standard, this
information paper provides an overview of the topic of e-safety and establishes the rationale
for the standard.



Part B, Professional Practice Standard. This standard sets out a range of requirements for
both organisations and individual health informaticians involved with information technology
products and services for clinical purposes.



Part C, Supporting Resources. Part C provides a substantial set of tools and information for
implementers of the standard as well as providing guidance concerning compliance with it.

In addition, an online training course will be developed to assist implementers of the standard
and to inform other parties who want to know more about the topic.
This Information Paper proceeds as follows.
Chapter 2 provides definitions of patient safety and supporting concepts such as risk and harm. It
articulates the scope of the standard, and elaborates the central concepts of risk appetite and
risk tolerance. Finally, it discusses the relationship between safety and quality.
Chapter 3 describes the nature and extent of e-safety issues as they are currently understood,
both in Australia and globally. It provides a categorisation of unintended consequences that have
been associated with clinical information technologies (IT), and highlights some case studies from
Australia.
Chapter 4 highlights discernable groups of stakeholders involved with e-safety, summarising their
interests and concerns as well as the behaviours required of the under the standard.
Chapter 5 describes some international approaches to managing e-safety, providing a wider
context for the approaches taken in the standard, and chapter 6 provides an overview of relevant
national and international standards.
Chapter 7 describes the nature of professional practice standards, highlighting why the standard
is presented as it is, and Chapter 8 provides an overview of the framework for managing e-safety
upon which the standard is based.

6
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1.1

Digital Health Workforce
In line with HISA’s strategic objectives, The Digital Health Workforce initiative
comprises a program of initiatives and activity designed to build digital health and
health informatics capacity across and for the healthcare workforce.
In addition to the E-safety document series, a series of online training are under
development aimed at:


Introducing the disciplines of health informatics to clinicians, information and IT
professionals who are new to health, and health service managers.



Enabling clinicians and health service managers to more effectively lead health IT
projects.



Supporting candidates who are undertaking the Certified Health Informatician
Australasia program.

Over time, a number of other initiatives will be offered.
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What is Patient Safety?

2.

The World Health Organization (WHO) defines patient safety as the reduction of risk of avoidable
harm associated with healthcare to an acceptable minimum (WHO, 2009). Other concepts
associated with this description include:


Risk, which is described as the effect of uncertainty on objectives, expressed as the
combination of the probability of occurrence of harm and the severity of that harm
(Standards Australia, 2009).



Tolerable or acceptable risk (risk tolerance) is defined as the acceptable variation relative to
the achievement of an objective. (ISACA, 2009).



Harm is defined impairment of structure or function of the body or mind and/or any
deleterious effect arising there from. Harm includes disease, injury, suffering, disability and
death (WHO, 2009).

There are several dimensions of patient safety and the supporting definitions that require explicit
consideration, including scope, the concept of freedom from risk and the concept of risk
tolerance. In addition, the relationship between safety and quality warrants discussion.

2.1

Scope of Patient Safety in Relation to E-Health
Systems and Applications
While the WHO definitions are broadly based, their scope for the purposes of this
Standard is limited to risks:


Of harm to people – patients, other health care consumers, clinicians and carers.
The WHO definition of harm does not include damage to property, reputation,
etc.



In clinical contexts.



Associated with the implementation and use of e-health systems and
applications.

There are undoubtedly other patient safety issues associated with the
implementation and use of information technology products and services within the
health sector that are outside the scope of this e-safety suite. For example, flaws in,
or poor, implementation of:
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An asset management system could result in failure to adequately secure or
maintain buildings or equipment, contributing to damage to health service
property.



A patient administration system could result in patient property being lost,
leading to financial harm to patients.



An occupational health and safety system could result in failing to collate data
correctly on poor car park lighting, contributing to injury or damage to the health
of patients, staff and/or visitors.

However, even if they occur in clinical or clinically-related contexts such as the
second case, examples such as these do not involve risk of injury or damage to the
health of people and are therefore out of the scope of e-safety, as defined.
Similarly, there are many examples of safety issues with the potential to cause injury
or damage to the health of people in clinical contexts that do not involve the
implementation and use of information and communication technology products and
services, such as verbal miscommunication between two clinicians leading to an
adverse event.
Again, examples such as this are out of the scope of e-safety document series.

2.2

Safe, Safer, Safest
The WHO definitions categorises safety as a state that exists when a specific
condition is met, namely that an acceptable minumum of riskis not breached. This
can be re-expressed as – a defined threshold of risk tolerance is not breached. A
product or service is:


“Safe” (i.e. has a state of safety) when it is free from risk that exceeds the defined
tolerance level, not when it is completely free from risk. Risk, in turn, is
probability-based, but the nature of probability means that even risks that are
assessed as low can nonetheless eventuate. Hence a product or service deemed
“safe” could still result in injury or damage to the health of people.



“Unsafe” (i.e. does not have a state of safety) when it embodies risk that exceeds
the defined tolerance level, but the nature of probability is also that high risks
may never eventuate, so an “unsafe” product or service may in fact never result
in injury or damage to the health of people.

Flowing from both components of its definition (probability of occurrence and
severity of harm), risk is a relative concept, not an absolute one. One system may
involve lower risk than another but it is their level of risk compared with the risk
tolerance level that determines their safety or otherwise, not their level of risk
relative to each other.

10
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Accordingly, the Professional Practice Standard considers only the differences
between products and services in relation to a risk tolerance threshold, not each
other. The concepts of “safe, safer and safest” and “more and less unsafe” will not be
further articulated.

2.3

Risk Appetite and Risk Tolerance
“Risk appetite” and “risk tolerance” have various interpretations in the literature. For
example, ISACA (2009) defines:


Risk appetite as “the broad-based amount of risk a company or other entity is
willing to accept in pursuit of its mission (or vision)”, noting that it can be defined
in practice in terms of combinations of frequency and magnitude of a risk. Risk
appetite pertains more to the overall risk settings for the enterprise. For
example, high magnitudes of risk occurring frequently are likely to be
unacceptable to an organisation.



Risk tolerance as “the acceptable variation relative to the achievement of an
objective”, noting that it is often best measured in the same units as those used
to measure the related objective. Risk tolerance may vary between contexts
while the collective of those contexts remains aligned with the overall
organisational risk appetite. For example, “service levels for system uptime
require 99.5 percent availability on a monthly basis; however, isolated cases of
99.4 percent will be tolerated.”

The two concepts are closely related, but the difference is important to this Standard.
A health organisation’s overall risk appetite should be articulated in order to provide
strategic direction and guide priority setting. However, risk tolerance represents the
application of risk appetite to specific objectives and contexts, such as the
implementation and use of a new e-health system.
Rittenberg & Martens (2012) illustrate the difference using an example of a health
organisation.
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Table 1.

Risk Appetite and Risk Tolerance

Risk Appetite

Risk Tolerance

Our health service places patient safety
amongst its highest priorities.

We strive to treat all emergency room
patients within two hours and critically
ill patients within 15 minutes. However,
management accepts that in rare
situations (5% of the time) patients in
need of non-life-threatening attention
may not receive that attention for up to
four hours.

The organisation also understands the
need to balance the level of immediate
response to all patient needs with the
cost of providing such service. The
organisation has a low risk appetite
related to patient safety but a higher
appetite related to response to all
patient needs.

Accordingly, if slow processing times are associated with the introduction of a new ehealth system for the emergency department, and these result in patient throughput
delays this may lead to some critically ill patients not being treated within 15
minutes. Also if more than 5% of patients in need of non-life-threatening attention
do not receive that attention within four hours, then there would be a patient safety
issue. This means that defined thresholds of risk tolerance would have been
breached.
It should be noted that the state of patient safety can be changed without making
any changes to the ICT product or service concerned, simply by altering the risk
tolerance level(s).

2.4

Risk Appetite, E-Safety and Strategic Alignment
“Organisations encounter risk every day as they pursue their objectives. In
conducting appropriate oversight, management and the board must deal with a
fundamental question: How much risk is acceptable in pursuing these objectives?”
(Rittenberg & Martens, 2012)
It is clear that if the above definition of patient safety is used, whether or not a state
of safety exists depends on explicit articulation of risk tolerance levels. However, the
organisation’s risk appetite must be articulated to provide a “guiding hand” for
articulation of risk tolerances.
Accordingly, there should be clear “line of sight” between the organisation’s strategic
and tactical objectives (corporate governance), risk appetite and risk tolerance

12
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settings that instantiate the risk appetite, and by extension, between corporate
governance and e-safety.

2.5

Safety and Quality
The relationship between e-safety and quality is also important to articulate. For
example, consider the following quote:
“You can have a quality product or service … and still not have a safe product or
service.”1
The ISO definition of quality is “the degree to which a set of inherent characteristics
fulfils requirements” (Praxiom, 2015).
Accordingly, the above quote could only be true if patient safety was not specified as
a requirement, which would be a substantive oversight. As long as there is a
requirement for safety, appropriate defined, then a product or service that does not
fulfil those requirements is by definition lacking in quality.
Patient safety is a product or service requirement. A product or service will need to
be safe if patient safety is a specified requirement, but will generally need to meet
additional requirements. Patient safety requirements in relation to e-health systems
and applications are a subset of overall e-health system and application requirements
and an effective quality management system will address patient safety as well as
these other requirements.

1

McNeely, S. 2010. Lessons Learned from Toyota – 2010-QMS vs SMS. As reported by the U.S. Federal Aviation
Administration, U.S. Department of Transportation, Quality and Safety Management Key Points. Retrieved from
http://www.faa.gov/about/initiatives/sms/explained/quality_and_safety_management/.
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3.

The Nature and Extent of
Patient-Safety Issues in Relation
to E-Health Systems and
Applications

The literature on patient safety associated with e-health refers to a range of causes and effects,
some of which are wider than the scope of this paper. For example, Borycki (2013) refers to three
different concepts, namely: unintended consequences, technology-induced errors and eiatrogenic events.


Unintended consequences arising from the use of technology includes all of the positive,
neutral and harmful consequences of introducing a new technology.



Technology-induced errors are by definition errors and negatives, but include both “slips”
(errors that are noticed and corrected, therefore causing no harm) and “mistakes” (errors
which are not observed or corrected by a user and therefore may cause harm).



E-iatrogenic events focus on patient harm caused at least in part by the application of health
IT.

The relationship between these concepts is depicted below.

Technology induced errors:
may or may not cause harm

Unintended consequences:
may or may not cause harm
and may also cause benefit

E-iatrogenic events:
cause harm

Figure 1 - Unintended Consequences, Technology-Induced Errors and E-Iatrogenic Events
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Reiterating from chapter 2, the scope of patient safety and this paper correlates to technologyinduced errors in the above model – risks that may or may not eventuate in harm to people, but
have the potential to do so.
Examples of common unintended consequences cited in the literature include the following
(Jones et al, 2011).
Table 2.

Common Unintended Consequences: Are they Patient Safety Risks?

Unintended Consequence

E-Safety Issue?

More work for clinicians. E.g. clinicians have to spend more time on
documentation because the clinical IT system demands more, and more
detailed, information than before.

No – does not
involve harm.

Unfavorable workflow changes. E.g. a clinical IT system automates a
process but in doing so it also eliminates checks and counterchecks that
existed in the manual process; or the additional computer time taken is
so great that it negatively impacts on ability to provide high quality care.

Yes – may result in
harm.

Never-ending demands for system changes. E.g. increasingly
sophisticated functionality and new features necessitates that more
resources be devoted to IT implementation, use and maintenance.

No – does not
involve harm.

Conflicts between electronic and paper-based systems. E.g. clinicians
who prefer paper records annotate printouts and place these in patient
charts as formal documentation, thus creating two distinct and
sometimes conflicting medical records.

Yes – inconsistent
clinical information
may result in harm.

IT system failure. E.g. a pharmacy system fails resuling in prescriptions
being allocated to the wrong patients.

Yes – the clinical IT
system is directly
implicated in the
safety breach.

Unfavorable changes in communication patterns and practices. E.g. a
doctor fails to speak with a nurse about administering a medication,
assuming that the nurse will see the note in the EHR and act upon it.

Yes – technology
induced
assumptions may
result in harm.

Negative user emotions. E.g. clinicians become frustrated with hard-touse or execessively time-consuming software.

Possible – if it
results in misuse of
the system and/or
misapplication of a
clinical workflow.

16

(But see also:
unfavorable workflow
changes; and negative
user emotions.)
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Unintended Consequence

E-Safety Issue?

Misuse of the system. E.g. Busy clinicians enter data in a miscellaneous
section rather than in the intended field, resulting in other clinicians
being unaware of important information or misinterpreting the
information.

Yes – may lead to
clinical errors.

Unexpected and unintended changes in institutional power structure.
E.g. quality assurance departments gain power by requiring clinicians to
comply with EHR-based directives.

No – unlikely to lead
to patient harm.

Overdependence on technology. E.g. clinicians dependent on clinical
decision support may have trouble remembering medication
contraindications etc. during system downtimes.

Yes – may lead to
clinical errors.

The literature tends to identify two general areas that encapsulate the most common problems
that can occur with e-health systems – computer-related and human-computer issues (Ratwani
et al, 2014; Wallace et al, 2013; Magrabi et al, 2010).
Computer-related issues may include (but are not limited to):


System interface problems – information not passing correctly from one (sub-) system to
another.



System / software configuration problems – e.g. inability to enter sufficient information into
a field.



Software function failures - software fails to function as intended.



Malfunctioning device and network issues (e.g. printer and monitor failures; network was
down or slow).

Human-computer issues include:


Incorrect data entry – in clinical IT the entry may auto-populate other fields, thereby
multiplying the risks associated with the incorrect entry.



Retrieval of the wrong record – e.g. a system may not have sufficient controls on identity
management.



Lack of training or lack of attention to detail in the use of systems.



Inappropriate alerts or inappropriate human responses to alerts, including alerts missed due
to poor user interface design.
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3.1

Consumer E-Health
Ozbolt et al (2012) identified potential unintended consequences specifically
associated with consumer e-health, including:

3.2



As with any healthcare intervention, benefits of consumer e-health may be
accompanied by unintended, adverse consequences.



To the degree that patients limit providers’ access to information in health
records, patients may inadvertently withhold information germane to their care
resulting in suboptimal decisions by providers and potentially harm to the
patient.



When patients have the ability to introduce imprecisely sourced or un-curated
data into an electronic health record, providers may rely on incorrect information
and consequently reach poor clinical decisions.



Although physicians may prefer to delay release of results to patients until the
providers can review the findings and determine appropriate ways to
communicate them to patients, such delays, especially if prolonged, can
disadvantage patients when findings require prompt action.



Increasing reliance on PHRs and secure portals to communicate with patients and
their lay caregivers could contribute to wider disparities in healthcare across
demographic groups with differing usage patterns (the digital divide).



Risks to the privacy and security of the clinical information, including the risk of
medical identity theft, potentially leading to harm (e.g. if it leads to treatment
delay or if malefactors intrude electronically and change values).

Recognition of Patient Safety Issues in Relation to
E-Health
There is a great deal of variation in findings regarding the prevalence of patient
safety errors in relation to e-health. For example:

18



Koppel et al (2005) identified that 75% of staff who participated in their study
reported risks associated with a computerised physician order entry system as
having occurring weekly and in some cases more often.



Samaranayake et al (2012) found that 17.1% of all medication incidents involved
technologies such as “computerised prescription order entry”, “bar-coded
patient identification labels”, “infusion pumps”, and “computer-aided dispensing
labels”.
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However, Magrabi et al (2010) found that only 0.1% of all reports in the United
States Food and Drug Administration Manufacturer and User Facility Device
Experience (MAUDE) database involved health IT; and only 0.2% of all incidents
reported to a voluntary incident database in Australia involved computers.

The U.S. Office of the National Coordinator for Health Information Technology notes
that:
“It is difficult to interpret this … research, which suggests that health IT is a modest
cause of medical errors. Because health IT is so tightly integrated into care delivery
today, the extent to which health IT may have caused or contributed to medical
errors is often unclear. … (In addition, US data should be interpreted in light of) the
low rate of EHR utilisation prior to passage of the HITECH Act in 2009. As a result, the
dearth of reported incidents of health IT-related harm may be due less to the
inherent safety of health IT and more to its lack of use.”
(ONCHIT, 2013)
Following a comprehensive study concerning maximising the safety of health IT–
assisted care, the U.S. Institute of Medicine (2012) concluded that there was “little
published evidence could be found quantifying the magnitude of the risk” (page 3).
Despite the dearth of quantitative data concerning e-safety, there is substantial
agreement that the issue nonetheless requires action. For example:


From Canada:
“…it is clear that IT-related patient safety incidences (PSls) and adverse outcomes
are real, and that eSafety must therefore be a crucial component of overall
patient safety.” (COACH, 2013, page 7)



From the U.S.A.:
“Health IT can only fulfill its enormous potential to improve patient safety if the
risks associated with its use are identified, if there is a coordinated effort to
mitigate those risks, and if it is used to make care safer.” (ONCHIT, 2013, page 4)



From the U.K.:
“(Health IT) can bring substantial benefit to patients. However, unless they are
safe and fit for purpose they may also present potential for harm.” (NHS, 2009,
page 9)

These three countries have all established major national programs to address esafety.


Magrabi et al (2010) note that:
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“Although evidence about the risks associated with healthcare IT is scarce, the
available data suggest that it can pose a significant risk to patient safety.”

3.3

Australian Case Studies
Four case studies from Australia are summarised below.
It is very important to note that highlighting these case studies is not intended to
highlight problems within the organisations to which they relate. On the contrary,
positive safety culture necessitates organisations to show sufficient courage and
wisdom to acknowledge that issues have, or could have, occurred; articulate what
they are and their underlying causes; and use that information to improve their
own future performance as well as enabling others to learn from their experience.
It is the organisations that do not encourage or allow stakeholders, including the
wider e-safety community, to learn which are of more concern.

Case Study 1 – Safety and Quality Evaluation of Electronic Discharge Summary
Systems (Australian Commission on Safety and Quality in Health Care, 2011)
In 2011 the Australian Commission on Safety and Quality in Health Care (ACSQHC)
engaged KPMG to conduct an evaluation of the quality and safety impacts of
introducing electronic discharge summary (EDS) systems at 2 hospitals. The primary
focus was on the impact on patient safety and the quality of care provided during
patient transfers between acute health settings and GPs.
The evaluation highlighted a number of potential patient safety and quality of care
risks, including:


Key patient information was sometimes difficult to locate within the EDS.



The potential for transcription errors.



System interactions affecting the accuracy of information transcribed.

Although not specifically described as such, e-safety risks included:

20



Room for error, as junior medical officers (JMOs) had to ensure that, for each
system, they located the correct patient and identified the relevant results.



Inclusion of a greater volume of information in the EDS, increasing the overall
EDS length and making it more difficult for GPs to identify the most recent and
relevant results (rather than sorting through results themselves, JMOs often
saved time by using the ‘select all’ option). In addition, features of the discharge
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summary document which were in place when it left the hospital were lost in
transmission which made the relevant information more difficult to identify and
use.
“This presented a risk of GPs missing critical information about the patient’s care
(e.g. medications or principal diagnosis) in the discharge summary, with
subsequent potential risks of adverse outcomes to the patient.” (page 30)


There was no capability for the pharmacist to update the medications
electronically, should they notice errors in the initial discharge script. The
workaround for this was such that if the JMO failed to make required changes in
the EDS, the GP would receive incorrect information about the patient’s
medications in the discharge summary.



Incomplete monitoring / feedback systems raised the risk that the GP may not
receive the EDS, and neither the acute health facility nor the GP would be aware
that this had occurred.



At both implementation sites, less than half of EDSs audited were consistent with
the medical record in relation to medications. The possibility that multiple
documents may be produced that (inconsistently) detail the discharge
medications “will further complicate the picture for the GP as to the actual
discharge medications, thus increasing the potential for harm for the patient”
(p33).

Case Study 2 – Effects of Two Commercial Electronic Prescribing Systems on
Prescribing Error Rates in Hospital In-Patients (Westbrook et al, 2012)
Westbrook et al evaluated the effectiveness of two commercial e-prescribing systems
in reducing prescribing error rates and their propensities for introducing new types of
error. They conducted a before and after study involving medication chart audit of
3,291 admissions (1,923 at baseline and 1,368 post e-prescribing system) at two
Australian teaching hospitals.
Their conclusions were that:


“Implementation of these commercial e-prescribing systems resulted in
statistically significant reductions in prescribing error rates. Reductions in clinical
errors were limited in the absence of substantial decision support, but a
statistically significant decline in serious errors was observed.”



“System-related errors require close attention as they are frequent, but are
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potentially remediable by system redesign and user training.”
“Both hospitals experienced system-related errors … which accounted for 35% of
post system errors in the intervention wards; each system was associated with
different types of system-related errors.”

Case Study 3– Clinical ICT Systems in the Victorian Public Health Sector (Victorian
Auditor-General, 2013)
The Victorian Auditor-General reviewed clinical ICT systems in eight Victorian public
health services.
He found evidence of clinical patient safety risks arising from the implementation of
clinical ICT systems at three of these health services, and noted that:
“While those hospitals have put manual workarounds in place to mitigate these risks,
the relevant hospitals have themselves identified that these workarounds are not
fail-safe and are prone to error.” (page vii)


At two of the sites these potential risks related to discontinuity of patient
treatment information during a hospital stay, and confusion around the ordering
and dispensing of complex prescriptions.



At the other site the issue concerned discharge summaries being completed prior
to surgery or treatment, and system-printed prescriptions being hand-amended
by clinicians with different medications.

Case Study 4 – Effect of an Electronic Medical Record Information System in
Emergency Departments in NSW (Mohan et al, 2014; Patrick, 2011)
Mohan et al conducted a retrospective observational study for six months in 2009
after the introduction of an electronic medical record information system in a
hospital emergency departments and a corresponding six month control period in
2008.
They concluded that the implementation was associated with deterioration in
emergency department key performance indicators such as: waiting times; treatment
times; total times for patients discharged from the ED; “did-not-wait” (DNW) rates
and the proportion of ambulance offload times longer than 30 minutes. While they
did not measure changes in clinical outcomes, the time criticality of emergency
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medicine means that the potential for harm existed.
Patrick held discussions with the Directors of seven emergency departments
following the introduction of the system into their Departments. All but one of these
found that introduction of the system had a deleterious impact on their department’s
clinical work. Most Directors reported:

3.4



Increases in the time required to deal with patients and deteriorations in access
block times.



That they and their patients had suffered.

Some Key Findings
Key findings from the systematic reviews of relevant literature have been taken into
account in developing the Professional Practice Standard and Supporting Resources.
Such findings include:


“There is consensus among researchers and policy makers that we have only
begun to investigate the causes of these errors and a science of (health) IT safety
will need to be developed and extended in the upcoming years.” (Borycki, 2013)
Implication: One of the aims of the Professional Practice Standard and its
accompanying Supporting Resources is to promote the science of and learning
about e-safety.



“Research identifies technology-induced errors have their origins in requirements
specification, design, development, programming, customisation,
implementation, and maintenance of HIT (including software upgrades, software
maintenance activities as well as interactions between software and devices that
are being integrated with systems).” (Borycki, 2013)
Implication: The e-safety framework underpinning the Professional Practice
Standard takes a whole-of-system-lifecycle approach.



“Socio-technical issues have emerged as adding to our understanding and
knowledge of technology-induced errors. … Poor HIT design and implementation
may lead to a failure to implement a HIT as well as lead to technology-induced
errors, when there is poor integration with the sociotechnical system of a
healthcare organisation.” (Borycki, 2013)
Implication: The Professional Practice Standard includes socio-technical factors.



“A growing body of work by Magrabi et al suggests there are country level
influences. Technology-induced error rates and harms differ among countries …
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(and) … country context of use and customisation of HIT to a local country
healthcare system may influence the occurrence rates of errors.” (Borycki, 2013)
Implication: The Professional Practice Standard and its accompanying Supporting
Resources have been developed with the benefit of international experiences but
have been developed through consultation with Australian stakeholders and are
based, as far as possible, on Australian standards and methodologies known to
be in widespread use in Australia.


“Under-reporting of errors is an issue and will continue to be a concern until the
health and (health) IT professional community are sufficiently aware of this
problem and its potential sequelae for patients.” (Borycki, 2013)
Implication: The Professional Practice Standard emphasises reporting.



“Ease of use (“usability”) and fit with working practices is as important as the
functionality and reliability of eHealth applications ... Confusion and frustration
arising from poor usability interfer with user acceptance, with a subsequent
adverse knock-on effect on implementation, which may also endanger the safety
of patient care.” (Car et al, 2008)
Implication: The Professional Practice Standard emphasises usability.



“Far greater attention needs to be given to the quality of data being recorded by
healthcare professionals. … inaccurate information may lead to wrong and
potentially dangerous recommendations.” (Car et al, 2008)
Implication: The Professional Practice Standard includes data quality.

Schneider et al (2014) facilitated and evaluated the identification of safety risks
associated with health information technology (IT) by eleven U.S. hospitals and
ambulatory practices, and the implementation of risk management activities in each
organisation. Their findings included (pages x-xi):

24



With few exceptions, awareness of the safety risks introduced by health IT is
limited.



The traditional departmental “silos” between risk management, IT, and quality
and safety management may impede the ability of organisations to recognise and
respond to health IT safety risks.



There is an urgent need for tools and metrics to enable project teams in hospitals
and ambulatory practices to detect, mitigate, and monitor health IT safety risks.



The current structure of the EHR marketplace, and the low awareness of the risks
introduced by health IT systems, lead to weak incentives for EHR developers and
providers to invest in the type of joint effort required to reduce health IT safety
risks.
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Implication: The Professional Practice Standard emphasises awareness raising,
enterprise governance and measurement.
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International Approaches to
Managing E-Safety

4.

Canada, the U.S.A. and the U.K. have all implemented substantial programs in recognition of the
potential risks coupled with the increasing proliferation of e-health. Australia also has some
elements of an e-safety infrastructure.

4.1

Canada
COACH - Canada's Health Informatics Association and Canadian equivalent of HISA –
has collaborated with a range of other Canadian agencies and organisations since
2011 to develop a knowledgebase of best practices in patient safety associated with
e-health solutions and health software. This culminated in the publication of a set of
eSafety Guidelines (COACH, 2013), which were validated through an extensive trial
phase with leading public and private sector organisations.
HISA has a memorandum of understanding with COACH which facilitates the
exchange of intellectual property, and the COACH guidelines have significantly
influenced the development of the Professional Practice Standard and its Supporting
Resources.
Important statements from COACH, reflecting the health and health IT sectors in
Canada, include:


E-safety" must become an imperative for Canadians and the healthcare system.
That imperative means protecting patients against harm resulting from the
development, implementation and use of eHealth systems, the embodiment of
the purpose of eSafety (page 13).



All organisations that develop, implement, operate or use eHealth systems
should have an eSafety management program in place to minimise the risk of an
adverse event caused by failure, malfunction or misuse.
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4.2

U.S.A.
In response to growing concerns about the safety of e-health, the Office of the
Coordinator of Health Information Technology (ONCHIT) commissioned a report from
the Institute of Medicine (IOM).
The IOM’s report, published in 2012, identified potential benefits as well as risks
associated with health IT. It provided a set of recommendations for establishing
processes and structural foundations for improving e-safety in the U.S.A.
A national e-safety plan, ONCHIT’s Health Information Technology Patient Safety
Action & Surveillance Plan, followed in 2013, largely based on the IOM study. This
plan describes 3 action agendas (ONCHIT, 2013):
1. Increasing the quantity and quality of data and knowledge about health IT safety,
by:


Making it easier for clinicians to report patient safety events and hazards and
for the ensuing data to be assimilated and analysed.



Incorporating health IT safety in post-market surveillance of certified
technologies and aligning (Medicare equivalent) patient safety standards and
initiatives with the safety of health IT.

2. Targeting resources and corrective actions to improve health IT safety and
patient safety, by:


Using national programs to establish and advance health IT patient safety
priorities.



Incorporating safety into certification criteria for health IT products.



Supporting research and development of testing, user tools, and best
practices related to health IT safety.



Incorporating health IT safety into education and training for health care
professionals.



Investigating and taking corrective action to address serious adverse events
or hazards involving health IT.

3. Promoting a culture of safety related to health IT, by:
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Encouraging private sector leadership and shared responsibility for health IT
patient safety.
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Developing a strategy and recommendations for an appropriate, risk-based
regulatory framework for health IT.



Encourage state governments to incorporate health IT into their patient
safety oversight programs.



Integrating consumer e-health and patient and family caregiver engagement
as an integral part of health IT patient safety.

U.S. e-safety initiatives to date include the:


Establishment of a national award to encourage development of tools and
interfaces that decrease reporting burden.



Development of tools for usability testing.



Development of a software tool for proactive identification and remediation
of health IT-related hazards (Hazard Manager).



Development of a toolkit for workflow assessment for health IT



Development of a guide to reducing unintended consequences of electronic
health records.



Development of implementation toolsets for e-prescribing.



Articulation of recommendations for designers and developers of consumer
health IT products to incorporate safe design.



Development of a series of health IT safety guides (SAFER Guides,
downloadable at http://www.healthit.gov/safer/safer-guides).



Identification and evaluation of risk management implementation processes
and other specific interventions.



Development of key contractual terms that could impact patient safety.



Detailed investigation of Health IT-related deaths, serious injuries, or unsafe
conditions.
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4.3

U.K.
The NHS Connecting for Health clinical safety program in England has been active
since the mid-2000s . This clinical safety program has developed clinical risk guidance
for the development and implementation of systems and software solutions. The
guidance includes checklists, clinical safety case requirements and detailed advice
necessary to provide good clinical safety and patient safety management .
In 2009, two major standards were published to further raise the profile of the need
for suitable clinical risk management:
1. Clinical Risk Management: Its Application in the Manufacture of Health IT
Systems, Version 2 – Specification (ISB, 2013).
2. Clinical Risk Management: Its Application in the Deployment and Use of Health IT
Systems, Version 2 – Specification (ISB, 2013b).
Inherent in both of these standards is the concept of a clinical safety case report that
brings together all the evidence for safety into one document that can be reviewed,
updated, accepted and signed.

4.4

Australia
The ACSQHC has a Safety in E-Health program, the main elements of which are
(ACSQHC, not dated):


Optimising safety and quality within the rollouts of clinical systems, with an
initial focus on discharge summary and hospital medications management
programs.



Using E-Health initiatives to improve the safety and quality of health care.



The secondary use of information agenda – optimising reuse and analyses of
safety and quality data available from clinical systems, to further drive
improvements in safety and quality.

This is a wider focus than e-safety, although e-safety is clearly an element of the first
dot point. The Commission has developed a detailed guide for the safe
implementation of electronic medication management systems which provides a
comprehensive e-safety resource for this high priority domain.
The Commission also undertakes certain functions relating to the clinical safety of the
Personally Controlled Electronic Health Record (PCEHR) System, including:
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Undertaking targeted clinical safety reviews.
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Designing and developing a Clinical Incident Management Framework and
Response Plan for the PCEHR System.



Preparing PCEHR safe use guides for consumers and clinicians, which are
intended to support and optimise the clinical safety and safe use of PCEHR
records.



Developing guidelines for clinicians and consumers on the onscreen display
of medications.



Participating in consultation on new and existing system design development
and testing and provide expertise on best practice approach to considering
safety and quality impacts on system functionality.

NEHTA has had a clinical systems safety function in place since 2009. NEHTA’s Clinical
Safety Management System provides processes, procedures and tools to deliver
clinical safety management for NEHTA products and infrastructure that is designed
for use in Australian healthcare.
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5.

Relevant Standards

The Professional Practice Standard is strongly based on national and international standards.
Standards relevant to e-safety include the following.
Table 3.

Standards Relevant to E-Safety

Type of Standard

Standard
Developer

Standard

Quality
Management

ISO

ISO 9000 series.
The ISO 9000 standards provide guidance and tools for
organisations who want to ensure that their products and
services consistently meet customer requirements and
that quality is consistently improved.

Quality
Management

ISO

ISO 13485:2003 Medical Devices - Quality Management
Systems - Requirements for Regulatory Purposes.
ISO 13485:2003 specifies requirements for a quality
management system where an organisation needs to
demonstrate its ability to provide medical devices and
related services that consistently meet customer
requirements and regulatory requirements applicable to
medical devices and related services, including software
that is integral or adjunct to a medical device.

Risk Management

Standards
Australia

AS/NZS ISO 31000:2009 Risk Management - Principles and
Guidelines.
AS/NZS ISO 31000:2009 provides a generic guide for
managing risk. It may be applied to a wide range of
activities or operations of any public, private or community
enterprise, or group.
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Type of Standard

Standard
Developer

Standard

Risk Management

Standards
Australia

SA/SNZ HB 436:2013 (Guidelines to AS/NZS ISO
31000:2009) Risk Management Guidelines - Companion to
AS/NZS ISO 31000:2009.
This Handbook provides guidance on the implementation
of AS/NZS ISO 31000:2009 It expands on and explains the
elements of the Standard, and provides advice about
applying the Standard including using it to evaluate and
improve existing risk management practice.

Risk Management

Standards
Australia

SA/SNZ HB 89:2013 Risk Management - Guidelines on Risk
Assessment Techniques.
SA/SNZ HB 89:2013 provides guidance on good practice for
assessing risk, as part of a risk management process and to
assist in making decisions under conditions of uncertainty.
Includes an overview of a range of risk assessment
techniques and guidance on their selection and
implementation.

Risk Management

Standards
Australia

AS/NZS ISO/IEC 16085:2007 Information Technology Systems and Software Engineering - Life Cycle Processes Risk Management.
This standard adopts ISO/IEC 16085:2006 to specify a
process for the management of risk during software
acquisitions, supply, development, operations and
maintenance.

Risk Management

Standards
Australia

AS/NZS ISO/IEC 27005:2012 Information Technology Security Techniques - Information Security Risk
Management (ISO/IEC 27005:2011, MOD).
This standard adopts ISO/IEC 27005:2011 to provide
guidelines for information security risk management.
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Relevant Standards

Type of Standard

Standard
Developer

Standard

Risk Management

ISO

ISO 14971:2007 Medical Devices - Application of Risk
Management to Medical Devices.
ISO 14971:2007 specifies a process for a manufacturer to
identify the hazards associated with medical devices,
including in vitro diagnostic (IVD) medical devices, to
estimate and evaluate the associated risks, to control
these risks, and to monitor the effectiveness of the
controls.

Risk Management

ISO

ISO/TS 25238:2007 Health Informatics -- Classification of
Safety Risks from Health Software.
ISO/TS 25238:2007 is concerned with the safety of patients
and gives guidance on the analysis and categorisation of
hazards and risks to patients from health software
products, in order to allow any product to be assigned to
one of five risk classes. It applies to hazards and risks which
could cause harm to a patient.

Risk Management

IEC

IEC/TR 80002-1:2009 Medical Device Software - Part 1:
Guidance on the Application of ISO 14971 to Medical
Device Software.
IEC/TR 80002-1:2009(E) provides guidance for the
application of the requirements contained in ISO
14971:2007

Risk Management

IEC

IEC 80001-1:2010 Application of Risk Management for ITNetworks Incorporating Medical Devices - Part 1: Roles,
Responsibilities and Activities.
IEC 80001-1:2010 defines the roles, responsibilities and
activities that are necessary for risk management of ITnetworks incorporating medical devices to address safety,
effectiveness and data and system security.

2016 E Safety Professional Practice Standard Part A: Information Paper © HISA Ltd.

35

Type of Standard

Standard
Developer

Standard

Human Factors

IEC

IEC 62366-1:2015 Medical Devices -- Part 1: Application of
Usability Engineering to Medical Devices.
IEC 62366-1:2015 specifies a process for a manufacturer to
analyse, specify, develop and evaluate the usability of a
medical device as it relates to safety. This usability
engineering (human factors engineering) process permits
the manufacturer to assess and mitigate risks associated
with correct use and use errors, i.e. normal use. It can be
used to identify but does not assess or mitigate risks
associated with abnormal use.

Human Factors

ISO

ISO 9241-210:2010 Ergonomics of Human-System
Interaction - Part 210: Human Centred Design for
Interactive Systems.
ISO 9241-210:2010 provides requirements and
recommendations for human-centred design principles
and activities throughout the life cycle of computer-based
interactive systems. It is intended to be used by those
managing design processes, and is concerned with ways in
which both hardware and software components of
interactive systems can enhance human-system
interaction.

Software
Engineering

ISO/IEC

ISO/IEC 12207:2008 Systems and Software Engineering -Software Life Cycle Processes.
ISO/IEC 12207:2008 establishes a common framework for
software life cycle processes, with well-defined
terminology, that can be referenced by the software
industry. It contains processes, activities, and tasks that are
to be applied during the acquisition of a software product
or service and during the supply, development, operation,
maintenance and disposal of software products.
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Relevant Standards

Type of Standard

Standard
Developer

Standard

IT Security

ISO/IEC

ISO/IEC 27001:2013 Information Technology - Security
Techniques - Information Security Management Systems –
Requirements.
ISO/IEC 27001:2013 specifies the requirements for
establishing, implementing, maintaining and continually
improving an information security management system
within the context of the organisation. It also includes
requirements for the assessment and treatment of
information security risks tailored to the needs of the
organisation.

IT Security

ISO/IEC

ISO/IEC 27002:2013 Information Technology -- Security
Techniques - Code of Practice for Information Security
Controls.
ISO/IEC 27002:2013 gives guidelines for organisational
information security standards and information security
management practices including the selection,
implementation and management of controls taking into
consideration the organisation's information security risk
environment(s).

IT Security

ISO

ISO 27799:2008 Health Informatics -- Information Security
Management in Health using ISO/IEC 27002.
ISO 27799:2008 defines guidelines to support the
interpretation and implementation in health informatics of
ISO/IEC 27002 and is a companion to that standard. It
specifies a set of detailed controls for managing health
information security and provides health information
security best practice guidelines.

IT Security

ISO/IEC

ISO/IEC 21827:2008 Information Technology -- Security
Techniques -- Systems Security Engineering -- Capability
Maturity Model® (SSE-CMM®).
ISO/IEC 21827:2008 specifies the Systems Security
Engineering - Capability Maturity Model® (SSE-CMM®),
which describes the essential characteristics of an
organisation's security engineering process that must exist
to ensure good security engineering.
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Type of Standard

Standard
Developer

Standard

Service
Management

ISO/IEC

ISO/IEC 20000-1:2011 Information Technology - Service
Management - Part 1: Service Management System
Requirements
This standard establishes the design, transition, delivery
and improvement of services that fulfill service
requirements and provide value for both the customer and
the service provider. This part of ISO/IEC 20000-1:2011
requires an integrated process approach when the service
provider plans, establishes, implements, operates,
monitors, reviews, maintains and improves a service
management system (SMS).
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6.

Professional Practice Standards

Clinical practice requires highly reliable organisation support in order to assure safety. The
characteristics of high reliability organisations, not just in health care but also in a range of other
safety critical industries, include systematic approaches, “collective mindfulness” and reference
to experts.
Accordingly, the Professional Practice Standard may be applied either:


To organisations which are involved (using, supplying) with e-health and which are striving to
achieve demonstrable levels of professional practice in relation to e-safety.
Examples of organisations that are involved with e-health include:





Healthcare organisations using or intending to use information technology products and
services for clinical purposes (e.g. clinical records, decision support, ordering), at any
point in the system life cycle from conception to disposal.
E-health software developers, suppliers and implementers.
Professional service organisations advising on the usage and acquisition of e-health
systems and applications.

The standard is a voluntary standard, but health organisations that are involved with e-health
are encouraged to adopt it and share their learnings about its use.


By individual health informaticians involved with e-health and striving to achieve a
demonstrable level of professional practice in relation to patient safety, irrespective of
whether their organisation adopts the standard.
Health informaticians may be working in any of the example organisations above.
All professions are guided by a set of inter-related concepts, definitions, and propositions, on
which their knowledge base is built. This is the first of a series of standards that will be
published under the Digital Health Workforce initiative to articulate demonstrable levels of
professional practice.
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7.

E-Safety Framework

This standard is based on the following framework. It is designed to complement the ACSQHC’s
Safety in E-Health program.

Organise for Safety

Documentary Deliverables
Incorporate E-Safety into Enterprise
Governance

Documented E-Safety Program

Undertake E-Safety Risk Assessment

E-Safety Risk Register

Manage E-Safety across the System
Lifecycle
E-Safety Case

Measure and Feed Back on E-Safety

Figure 2 - Conceptual Framework for Patient Safety in Relation to E-health.

The framework embraces and builds upon one of the core principles from the Australian Safety
and Quality Framework for Health Care (ACSQHC, 2010) – organising for safety.
The ACSQHC document describes areas for action that all people in the health system can take to
improve the safety and quality of care provided. Being organised for safety specifically includes:


All stakeholders taking action for safety and preventing or minimising harm from healthcare
errors.



Supporting, implementing and evaluating e-health.

While the scope of the ACSQHC document is the health system, it is entirely reasonable to expect
or indeed demand that others involved in clinical information supply chains, such as health
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software suppliers, information and knowledge intermediaries and expert advisers, to also be
organised for safety.
Building on this background or organisation for safety, the framework comprises the following
components:


Incorporation into enterprise governance. This embraces two major points. First, it affirms
that governance, embracing both corporate and clinical dimensions, is critical to satisfying
the principle of systematic approach. Second, “incorporation” suggests that patient safety in
relation to e-health systems and applications should work with, and if appropriate within,
other dimensions of enterprise governance rather than standing alone.



Undertaking risk assessment. The definition of patient safety is based on the concept of risk,
so risk analysis is a central platform.



Managing patient safety across the system lifecycle. E-health systems and applications needs
to be safe from conception to deprecation, so the system lifecycle is an important construct.
It forms the organising framework for risk treatment and the instantiation of other controls.



Measurement and feedback. Effective control systems, by definition, use feedback for
ensuring the appropriateness, effectiveness and efficiency of controls; and evidence-based
control systems have a responsibility to contribute to building the evidence base.



The final component of the e-safety framework is documentary deliverables. Again, this
standard does not seek to prescribe the form of or processes for developing safety
documentation. However, the minimal documentation requirements articulated are common
to all such management frameworks, and comprise:
1. A documented safety program, detailing sufficient details of the approach and initiatives
to enable: effective governance; recognition of success and failure; and stakeholder
communication and alignment.
2. A risk register – a basis for monitoring and managing identified risks.
3. A safety case2, documenting controls implemented and their performance as well as
relevant patient safety program outcomes; building the evidence base; and enabling
accountability.

2

42

E-safety “case” is a term that is widely used across safety critical organisations and scenarios.
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